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You have opened an Acrobat FDF Data Exchange File containing the following data:

Contact Information
Sender
Mame: Denpong Scodphakdee
Email Address:  denpong@kku.acth
Signature

Signature is VALID, signed by

emeineg Sreipiaties Signature Properties...

Contents

The file you have opened contains Contact information for one person.Contact
information includes certificates that, once trusted, can be uszed to validate
signatures frem and encrypt documents for the associated Contact.

Thai University Consortiumn Certification Authority

Before adding these contacts, you should verify that they are authentic. If
they come from a trusted source, you might choose to accept the level of
trust the sender has specified. Otherwise, you will be prompted to
individually verify each contact as you add it into your list of trusted
identities.

DRCCEF}I the Ievel o Irust specitied by the signer Tor all LLontacts in this
Fil=

2 Add Contacts to List of Trusted |dentities...

2) nm Add Contacts to List of Trusted Identities...


https://cdp.kku.ac.th/TUCTrustedCert.fdf

Import Contact Settings X

Certificate Details
Subject:  Thai University Consortium Certification Authority
Issuer:  Thai University Consortium Certification Authority

Usage: Digital Signature, Sign Certificate (CA), Sign CRL
Expiration: 25-Mar-30 8:30:17 PM
Trust  Policy Restrictions

A certificate used to sign a decument must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

se this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents

Dynarmic content

Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,

etc.)

‘ Certificate Details... ‘

3 o

3) LHABNANAIN LaINA OK

Import Complete

Import details:

1 issuer certificate(s) imported.

4«

4) nn OK
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Revw. 1: Signed by s apsind <denpong@kku.ac.th>

Signature is valid:

Document has not been modified since this signature was applied
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Signed by the current user
Signing time is from the clock on the signer's computer,
Signature is LTV enabled

Signature Details

Last Checked: 2020.04.05 1 2 + 0700
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® 3l certificate %38 private key $3lia @1115098 revoke certificate WavauITOVO3U
certificate Sqmimﬂﬁ

® Certificate 019 1 U ndl certificate vunony azlsianansold sign tenanslél Fsaziidoanu

WWowuanlusunsu Adobe Acrobat visilanunsavasu certificate yatuila

1.1 M3 import Certificate [ asasnauiunes lUnlnawmesiiulug certificate waz private key

W& Double-click #ilvid account-xxxxx.p12

cpemrt-37F4BEB
B332E0128

2. JPUUALUARININFY Certificate Import Wizard Tindin#iu Next



Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
() Local Machine

To continue, dick Next.

3. aanvy Next

File to Import
Specify the file you want to import.

: \Users\idear \Downloads \cpcmrt-A4AD88296D6647A9.p 12!

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

a. nIaNSIENTU (private key) indudusnu vestunounisasslususes Digital ID w@Sauan

AANTYN Next



Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

["]Display Password

Import options:

["]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥]Include all extended properties.

5.AaN7

11 Next oandiuniseall

q

-

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store
Certificate store:

Browse...

aanly Finish

9




Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.
You have spedified the following settings:
[ Automatically determined by the wizard
Content PFX
File Name C:\Users\dear\Downloads\cpcmrt-A4AD88296D6647A9.p12
< >
7. HOANAILIBUTOBLAT TYUUALHLAINTT import TusUTe4 Digital ID ULLATDIABUAIANDS AGN

Uy OK
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@O Using your mouse, click and drag to draw the area where you would like the signature to !
sppear. Once you finish dragging out the desired area, you will be taken to the next step
of the signing process
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WM vuaduaseusesuad ekanamitieng Sign with a Digital 1D AanUa Continue

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

o [Q] Maharat TOSSA (Windows Digital ID) View Details
B Issued by: Kasetsart University Certifi.... Expires: 2022.06.12

@ ( Configure New Digital ID ) ( Cancel

5. ASILINNITIFIU @NUNTOANUANITLARNINS LﬂiuiﬁgﬂaﬂaL%u $39USUTDANUNISLARNINE LA

ﬂﬁﬂﬁﬂq:ﬂ Create

Sign as "Maharat TOSSA" X

Maharat ja e
Date: 2020.05.24

TOSSA 08a: ‘?7:57 +07'00"

D Lock document after signing View Certificate Details

Review document content that may affect signing




6. manUy Draw Li@a3eguwuunIshandxa

Customize the Signature Appearance X

B g | O

Text] Draw Jmage None
Digitally signed by
<your common
name here>

Date: 2020.05.24
08:20:54 +07'00'

Click here to Draw

Include Text Text Direction
@Name DDistinguished Name Auto | = | =
Date [DJAdobe Acrobat Version -
) Digits format
OLogo OLocation
[JReason Labels 0123456789 4

Preset name  Created 2020.04.23 10:57:12 +07'00'

& oy I3 Y a1
1. AAYLYUNHBINTT Lﬁiﬁ]LLaﬂﬂaﬂq@J Apply



Customize the Signature Appearance X

E g @ O

Text Draw Image None

Digitally signed by <your
common name here>
DN: <your distinguished

name here>
=k Date: 2020.05.24
08:26:46 +07'00'
Click here to Draw
Include Text Text Direction
BName 8 Distinguished Name Aue = 0=
Date [JAdobe Acrobat Version Digits format
Otogo OLocation
[OJReason BLabels 0123456789 V:

Preset name Cancel

SeuiesumaanUu Save

RUYLYAG)

anunsaldaneduinilulndsuain JPG thanldauls Tneadnidy Image wiimdn Browse
Customize the Signature Appearance X

= g @ IO

Text Draw Image [None

Digitally signed by <your
common name here>
DN: <your distinguished
name here>

Date: 2020.05.24
08:31:23 +07'00'

Browse [lear

Include Text Text Direction
@ Name & Distinguished Name Ao = 0=
Date [OJAdobe Acrobat Version L
Digits format
OLogo OLocation
[JReason B Labels 0123456769 v

Preset name  Created 2020.05.24 08:31:15 +07'00"
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Sign
Sign as "Maharat TOSSA" X

Appearance = Created 2020.05.24 08:31:15 +07... v

Digitally signed by Maharat
TOSSA

DN: c=TH, st=Bangkok,
o=Kasetsart University,
cn=Maharat TOSSA,

~I\ email=cpcmri@ku.ac.th
Date: 2020.05.24 08:36:23 +07'00'

O Lock document after signing View Certificate Details

Review document content that may affect signing

9. dmiuATaLInTEuLIsLsiEudu nsWensessuuUsEiunT AT (timestamp server) T

a 1
Aanyu Allow
i The document is trying to connect to your timestamp server:

https://ts.ku.ac.th

If you trust the site, choose "Allow". If you do not trust the site, choose "Block”.

VIR ber this action for this site for all PDF doc

Help Allow Block | | Cancel
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QH ) keygen 4/24/2020 16:26 File folder
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Save as type: | Adobe PDF Files (".pdf) v|
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h Signed and all signatures are valid.
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> % Rev. 1: Signed by Maharat TOSS.
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Signatures X

] - Vvalidate All
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Select PDF File
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Convert to
Microsoft Word (“doc) Vv
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File Edit View Window Help

Home Tools waAaULNATT_Sign_t... X

B s ® 8 X Q ® ©

&0 Signed and all signatures are valid.
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@

Signatures X
[:z] ~ Validate All

< Lb Rev. 1: Signed by Maharat TOSS.

é‘: Signature is valid:
Document has not been moc
Signed by the current user
Signing time is from the cloc

Signature is LTV enabled
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Aarn1slgau LUy Edit > Preferences... Adn#ikuy Signatures wapanfivu More.. Tutes

“Creation & Appearance”

Preferences

Categories:

Full Screen
General
Page Display

Accessibility
Action Wizard

Adobe Online Services
Catalog

Color Management
Content Editing
Convert From PDF
Convert To PDF

Email Accounts
Forms

Identity

Internet

JavaScript

Language

Measuring (20)
Measuring (30)
Measuring (Geo)
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust (Iegacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Digital Signatures

Creation & Appearance

« Control options for signature creation
= Set the appearance of signatures within a document

Verification

« Control how and when signatures are verified

Identities & Trusted Certificates

« Create and manage identities for signing
« Manage credentials used to trust documents

Document Timestamping

« Configure timestamp server settings

2. AANLARN Show reasons

More...

More.

More.

oK Cancel

Creation and Appearance Preferences

Creation

Default Signing Method: | Adobe Default Security

Default Signing Format: | PKC5#7 - Detached

When Sianins:
[+ Show reasens

[ |Show location and centact information

Include signature's revocation status

[ View documents in Preview Mode

Enable Review of Document Warnings:

Prevent Signing Until Warnings Are Reviewed:

When certifying a document ~

When certifying a decument ~

Use modern user interface for signing and Digital ID configuration

Appearances

cpcmrt_ok

cpomrt_2

Created 2021.08.11 13:38:01 +07'00"

Help

MNew...
Edit...
Duplicate

Delete

Cancel
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Creation and Appearance Preferences *
Creation
Default Signing Method: | Adobe Default Security ~
Default Signing Format: | PKCS#7 - Detached w
When Signing:
Show reasons

[ 5how lecation and contact information
Include signature's revocation status

[View decuments in Preview Mode
Enable Review of Document Warnings: | When certifying a document w
Prevent Signing Until Warnings Are Reviewed: | When certifying a document ~

Use modern user interface for signing and Digital ID configuration

Appearances
cpemrt_ok New,
Created 2021.08.11 13:3&01 +07'00°
cpeomrt_2 Edit
it...
Duplicate
Delete

Help Cancel

4. a@dnden Reason Walasasausasundinaniy OK

Configure Signature Appearance X

Title:  |cpemrt_ok

Preview

your common name here

your signing reason here
2021.08.25 20:05:22

+07'00'
Configure Graphic
Show: (0 No graphic Irmport Graphic from:
®) Imported graphic File..
(O Mame
Configure Text
Show: [»] Name [] Location [] Distinguished name [JLoge
Date [] Adobe Version [ Labels
Text Properties
Text Direction: (@) Auto O Left to right (O Right to left

Digits: | 0123436789 v
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Sign as "Maharat TOSSA"

Appearance  cpcmrt_ok

N,

[J Lock document after signing

View Certificate Details

X

( Create ) ( Edit )
Maharat TOSSA
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20:19:45 +07'00°
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