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YULANITHAUINISS2UU Internet Data Center Usenaulusie

e nsliusnsATaRaNNImasiaion lnen13InnIeNkAATUAYLNINGINTUBUATBIRIYIE
wailon $9u8958UVUUANT3(Operating System : OS) nur8AUTNaL DU (VRAM) M1
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1.1 WIATFIUNTINETININYING

Wieln15uIN1SUNSEUL Internet Data Center guédmauiinnes iuludrsanuiseusoy

Melan1suINITINNIMINeINslaeg19luseansaIm ALY LagdonndaIiuaN YU IUTEANNIT

T ureamiegliu3nisreaaiuanslun1simuaLInTgIUNS LU TN NEINS A9

[

Yunlig) (Large

Application)

Uszunnadosual CPU Memory | Storage | Networking Data IP
e (vCPU) (GB) (GB) (Gbps) Transfer | Assignment

3T msy 2 2 30 1 (Share) | Unlimited |  Public /
Tsunsudssend private
YuALan (Small
Application)
3Tefionis 2 4 30 1 (Share) | Unlimited |  Public /
UsnsuwLivU (Web private
Server)
\3TedmSy 3 4 50 1 (Share) | Unlimited |  Public /
Tsunsuuseend private
YUIANAN
(Medium
Application)
\3ettefions 4 4 50 1 (Share) | Unlimited |  Public /
UIn1sgudeya private
(Database Server)
\3etedmsy 4 8 50 1 (Share) | Unlimited |  Public /
Tsunsuuseend private
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ABUNILABY https://dccs.sut.ac.th)

1.2 nslusMsszuuUfunnag
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wiazlasenis Wesandammeinueeniuasaedns giiusnistsdianudnludesivunnudnuoe

N15LUSNISaNIZ U UUUURNSWINL AaR1519aatl

Operating System Version / Distro

Windows Server Windows 10 Education

Windows 11 Education

Windows Server 2022 Datacenter
Windows Server 2022 Standard
Windows Server 2019 Essentials
Windows Server 2019 Standard

Windows Server 2019 Datacenter

Linux Ubuntu version 20 LTS
Ubuntu version 22 LTS
Ubuntu version 24 LTS
CentOS version 8.2

Centos version 8.5

g
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https://dccs.sut.ac.th/

Operating System Web Service Database Service
Windows Server - IS - MySQL
- Nginx - SQL Server
- Apache
Linux - Nginx - MySQL
- Apache - MariaDB
Web CMS - Wordpress - MySQL
RUTYLYAR :

£%
a

1. msbiusmsygavendwissvedivrenduisavans ngliusnistelinseunsendumdn was

Alviusmsliwusiildyagendwss  XAMPP  dwsussuuansauwantanldanuass

(production) tHpsa1nganawisanandladnisususlidanulasadeinniigans

2. goWdwnIAvANSOUY  RlTUINsansathudesslraulaainuinisyendinsavansves

kY

Audrauiumes (SUT Azure Dev Tools for Teaching) #eilsneazidentilaiiui

https://sway.cloud.microsoft/zooWvtCOgH8nL m?ref=Link

3. M35 Public Cloud vasgudaauiunas wasdnfiudoyauussuy cloud storage
3.1 uumnensidenidaiuszuu cloud

Audrauimes Tuin1s Public Cloud Usenaumeuinssyuy Google workspace for

(%

finavdenld Public Cloud wesrudnauiiamesiluluniu

1%
Y

education hag USN1S SUT Office 365 14

WUINNINNSEADNITIIUSEUU cloud 99 3.1 U

AugAuNIneIaMMuARLINIINITdanlYsEUY cloud 1N lWUIN5EUU cloud (Cloud
Provider) dusugldauniiaudesnisidanussuu cloud wenwmileainnishiuinisveseue
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https://sway.cloud.microsoft/zooWvtCQgH8ljnLm?ref=Link

® psnstesiuaumaila (Technical Safeguard)
- N3AIVANMSTIND
- NIBUTURINU
- N3ATIVARUANT VR T
- syuupnusiupsUaensainietie
- M3ANATRITRYA
- MInsiaveya
® 1 psnstesiuninIenIn (physical safeguard)

- MsMuuamUANIUNANUaeAfeluNUNMIINY NMsAuANNISUIRENU

3.1.2 fiusgAnSamMsTiuINs Jldusnismsiinnsandennassedun1sliuinis (Service
Level Agreement : SLA) MlAgndesivan nnioultanu seegainsnevauss

ANNAIN305095UUSHNIY USNsaTiuayu Aamalull

o anmniouldau (Availability) fianuneuldiuvesuinisnsounquiosasyeiai

w¥ouliu3nnseed (Uptime) laisnindosas 99.0-99.99

. ~ ] et &
® FTHTLIANNNTINDUAUDY (Response Time) mwzLammima‘uauamaL‘M@ﬂﬁmmwu

srvlIaTuARldUIT N sWAsRNUsEasALaER USSR iunsrenuUsEasAtiy

nelu 24 Hluadusdetios
e InsUsmsativayu Yeamsuaztinafiglduinisaunsawdatym visefinseaeuniy

ngliuins lomaen 24 43lue wagszezalunisuilutym msldauaudEusiuau

Taymrludugn

3.1.3 iiN33n¥1ANNTUAUARAAEANUNINTFIUEING

e {lu3n135¥UU cloud msilunsguANUiuAUaeniuasaumna §luIn1sAlsingg
AIUANAIINLILAY IAEB19BIUINRTIIUEING AesialUll SO vTe NIST

- ISO/IEC 20000-1 (Information Technology Service Management System: ITSMS)

- ISO/IEC 27001 (Information Security Management System)



- ISO/IEC 27017 ( Information technology - Security techniques —Code of
practice for information security controls based on

- ISO/IEC 27002 for Cloud Service)

- ISO/IEC 27018 ( Information technology — Security techniques —Code of
practice for protection of personally identifiable information (PIl) in public clouds
acting as PIl processors)

- NIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal

Information Systems and Organizations

e Jnszurumsnisiigauiimuuaznsoyge iadunisasisdeuanuiifmuvesyianslu
nswnldau sseznaanlumsaiiunsiiavisenswansldusnsimngay nsdesiu
nsldungliddnsnsimunsedunistududinu (Authentication Level) wagns

AuANNsnRnIsidauanyaranieuenfiatiuayunisiiuing (Outsourcing)

o Y o v = Y o v = a v Y Y =
e sassunshsviateya In1sihsialunisudasdeyaiiieunUadeyatesiunsidnie ns
wily wagnsldeulaglalasueugyn madmuenisdhsialiaenndesiulssinndeya (Data
Classification) uazdnlvidl wleuien1sauAunywIdmsuNsnTia (Key Access Control

Policy) anumnuLnunga

e iinsdsesdeya uaznssunAudeya lnefmunszegan Anudlunisaidunis 38ns

Ly o

wagn1snusnwiwnnzay lunsaindeyataqiugnihaneieldsuanudemedaayinli L

anunsaltauls gliusnisnisdiiunsvisewuimaie SenAudeyaiieliinauniauly

nsldaumunseuld lutonnasseaunisliuinig (Service Level Agreement : SLA)
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1. glgusnsmisdaderimuaninsgiunstdesiudeanaumisleiues uagnisinwianuguves

Toyadiuyanafedin1suImIInn1seLnasIAsanuTeTIRUTeINgMINY

2. msuwdssgRuANudfgvesteya wazarinuUaenstlunsidntseyaetamnzay

Naa 3
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o sednsyiainmswewnstayailurnudu vistoyadiuyananinglulasneusnaidng

o szdnsyiainsiniudeyadiuyana vussuu Cloud msldnisdisiateya Tunis
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3. UINNAANIT password BE19LANNE AL

- fa password Tdiauenlddesnii 8 @dnws UseneumemRunlnguasian fias uay

DNV

- §i9en Password Age liitloundn 3 Tu uwazasanlidifiu 90 Ju (180 Judmsu Passphrases)

waulun1sliusnnsg
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4.2 M35 Public cloud vasgudaaaianas wazdniudoyauuszuy cloud storage
4.2.1 38UV Google workspace for Education
1. dpassiunnsldaudmsvannaisd yaans tnfinw Awdinin Jaylag 15 Gb

2. gliuinisagyihnisaudaydslda Aliinig login Wldaussuuiu 4 U

RRY)

3. gienunsasefunsldnudnigldnutingild (suspend) nstinsivasunuimsiy

AN UAIUADANY

v

4. glvusnisanansaaudn g ldaungnszfunisldautingi (suspend) uaglsliingg

fnsaiavailaldaussuu vy 1 3

v P

5. Alusnsazaulninldnulentnaulaniugatesn visetndnwmlaniugiuanin

9

nnsilutnfne detulusnd1sesdaya (Gmail,Drive,Share Drive) 8ona1nsyuuneu

[
Y Y

faruanisateen weiuan miindnyy Nelldaunsagudieaievethvayandu

(recovery) gty 20 u (Mn@efmua 20 U Tayalzgnaunig)



4.2.2 53Uy SUT Office 365

1. M5U3NS SUT Office 365 1ulumuidauly Microsoft Office 365 Education (L
Al) ¥99IMicrosoft

2. Anassiiunnislda Microsoft Office 365 gnusuugsluml ilumsldauuuy share

[

storage 100 Tb T usmAUNINNING1§y AU 18n15317AY0INUANISITIY

[

Microsoft Office 365 39%111ApIIN159nATILAININT Ul ML IT

ngug{lday Nufinnsldiany
ANANTE Email 15 Gb, Onedrive 80 Gb
UAAINT Email 15 Gb, Onedrive 20 Gb
YnAnw Email 5 Gb, Onedrive 5 Gb
vithenusesUanuinauly Email 15 Gb, Onedrive 80 Gb
AdSansfiny Tl suansldutayd Microsoft 365

17 T
o A =

*U3N13 sharepoint site 1LY site az 50 Gb uazagaAlun1sautayannia

A5ANET (Ma9NUANIANNSANWIL 2 dUAT9)

v A

2. glauinsagyinisaudaydslda Alifinng login Wildaussuuiu 1 U

3. gienunsasefunsldnudnigldnutingild (suspend) nstinsivaeunuimsiy

AN UAIUADANY

v

4. glvusnisanansaaudn g ldaungnszfunisldaudingi (suspend) uagliliingg

fnsaiavailaldaussuu vy 1 3

¥

5. Alusnsazaulninldnulentnaulaniugatesn visetndnwmlaniugiuanin
< L o =2 Aa °o & = o & o ¥
nnmsitudnAny dnfnwinlianugdrianisiiner dalulusadisestaya (Outlook,

OneDrive, SharePoint) 89N31AT¥UUNDUDINNUANITANDBN NIDNUANINUNANEN

[ 7
Y [y

= d‘ o v d‘ o £ 4 o U o
YRUBIEINTOYUATIDANDUBUI VDY ANAU (recovery) melu 30 Tu (WnLeenIuue 30

U JoualrgnaunIg)
6.UnyTveawdnsanisfny Iildauuusguu Google Workspace for Education

7.6lU3nnsanunsaau SharePoint Site Milifin1sl¥auniiv 90 Tu
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