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SUT Gatway of IPS Report

Summary Intrusions By Types
Intrusions By Severity # Intrusion Type Counts
1 Path Traversal 121,420
2 0S5 Command Injection 91,981
3 50L Injection 83,785
4 Anomaly 77,467
56.91% High (323468) 5 Permission/Privilege/Access Control 37,729
: :Zg-ff: Ccl.v[E?l?lz;E]%] & Code Injection 37,653
;2:,?::;?1:;;56393] 7 Information Disclosure 29,825
8 Other 17,535
9 DoS 8,368
10 X55 4,980
11 Buffer Errors 4,702
Critical High and Medium Intrusions Timeline 12 Malware . oo
13 Improper Authentication 2,950
B Critical 14 Resource Management Errors 50
80K High 15 CSRF 26
60K Medium 16 Numeric Errors v,
40K
20K ~
f___/-‘ N
mﬁg- @TD o & & :\cﬁj :\cﬁ & .\w’“ﬁ hw’“{‘? o o ﬁwﬁp ﬂw”:h
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Attack Victim
2031584150
203.158.7.75
202.28.42.29
203.158.3.42
203.158.7.92
203.158.7.1
203.158.3.44
49 228.131.165
9 1M7IABN2779
10 202.158.7.112
11 202.28.42 30
12 43.249.32.143
13 202.28.42.23
14 202.28.42.26
15 202.28.42 38
16 203.158.4.80
17 203.158.3.43
18 203.158.3.16
19 202284222
20 202.158.7.122

0o =~ @ W B W R = 3%

Counts
u

SUT Gatway of IPS Report

Intrusion Victims

mCritical “High Medium Percent of Total Attacks
64,847 22.55%
56,796 19.75%
39,739 13.82%
32,821 11.41%
17,184 5.97%
17,081 5.94%
8,954 3.11%
8,589 2.99%
7,869 2.74%
4,816 1.67%
4764 1.66%
3,904 1.36%
3,533 1.23%
3,431 1.19%
2,776 0.97%
2,516 0.87%
2,040 0.71%
1,992 0.69%
1,981 0.69%
1,970 0.68%

Artack Source
124.198.131.83
45.195.174.124
198.199.72.27
156.243.248.209
45.195.174.218
45.195.170.245
156.243.243.28
1932.9.20.57
45.195.170.185
10 212.18.126.43
11 140.213.146.98
12 10.0.80.88
137912440174
14 156.225.23.14
15 10.1.143.32

16 45.195.176.128
17 45.200.162.162
18 156.243.249.225
19 221.159.119.6
20 80.91.211.26

00 =] @ 1 B W R = 3R

o

Intrusion Sources

Counts

mCritical "High Medium Percent of Total Attacks

70,642 17.92%
65,402 16.59%
34,098 B.65%
30,680 7.78%
25,468 6.46%
21,112 5.36%
17,884 4.54%
17,535 4.45%
16,626 4.22%
13,817 3.50%
12,684 3.22%
12,241 3.11%
9,229 2.34%
7,796 1.98%
7,586 1.92%
7,278 1.85%
6,959 1.77%
6,438 1.63%
6,254 1.59%
4,493 1.14%
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SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts
1 5§ DISGPOM_Remote.C 05 Command Injection  Critica 10,179

E t
njRAT. Botnat Critica 8,589

Intrusions Blocked

1]
L

K poform.Sy Code Injection Critica 7661

nd.Comma

vices. HMAP. 05 Command Injection  Critica 6,482
Critica 6,122
& 5 D-lLink Devices.accou 05 Command Injection  Critica 5989

nt_mgr.cgi.Command.In

7 4 PHPUniLEval-stdin.P  Code Injection Critica 5.975

HF_Remote.Code Execut

Critica 5369

Critica 4,186

R.DGM1000.C Code Injection Critica 4,119

t ted.Rem

C750. Buffer Errors Critica 3,615

Critica 3,454

Critica 1,924

14 5 Drupal.Core Form.Re 05 Command Injection  Critica 1578
ndering. Component. Re
mate. Code. Execution

15 5§ OpenSsl.Heartbleed. Information Disclosure  Critica 1,570

Critica 1,560

Critica 1,560

16setsy 05 Command Injection  Critica 1,440

sAdm.Command.lnjectio

Strut=.2.REET Code Injection Critica 1,434

ugin.Remote.Code_Exe

RadAs Improper Authentication Critica 1,279
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SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerability Exploits Detected

Severity Threat Name Type CVE-ID Victim Source Count
E @ DZ5.GPON.Remote.Code.Execution 0S Command CVE-2018-10561,CVE 1,125 1,956 9,694
Application Name Category Technology User Bytes Session Injection -2018-10562
a & nNjRAT.Botnet 1 ] 8,589
Proxy HTTP {3 Proxy Network-Protocol 626 1.22GB 62,235 5 | @ Ralink.5DK.goform.SystemCommand.Command.Inje Code Injection 1126 3 7,342
Cloudflare.1.1.1.1.VPN i34 Proxy Client-Server 34 4.98 GB 40,543 ction
,‘ iTDp.‘h"F’N 14 me‘.‘f Client-Server 2 17.39 MB 30 548 a & D-Link.Devices HNAP.SOAPAction-Header.Command. OS5 Command CVE-2015-2051,CVE- 1,119 1,942 6,061

Execution Injection 2019-10891,CVE-202

& X-VPN i3 Proxy Client-Server 4 15.71 ME 18,337 2-37056,CVE-2023-3

# Hola.Unblocker {3 Proxy Client-Server 1 15.37MB 7,774 5723,CVE-2024-3311

B Google.Translate_Websites @ General.nterest Browser-Based 807 986.25 MB 4,365 ?

@ Monero.Cryptocurrency.Min g General.Interest Client-Server 1 1.99 MB 4,163 (5] & PHPUNit.Eval-stdinPHP.Remote.Code.Execution  Code Injection CVE-2017-9841 233 84 5,969

er a & Bash.Function.Definitions.Remote.Code. Execution OS5 Command CVE-2014-6271,CVE- 1,074 26 5,799
Bitcoin.Cryptocurrency.Mine g General.interest Client-Server 2 66.26 MB 1,462 I mseiel SO E T BT

-6278,CVE-2014-716
9,CVE-2014-7186,CV

0000 000000 0 oDooaed Z
-

Opera.VFMN 3 Proxy Client-Server 3 1.81 MB 448 E-2014-7187
. a & D-Link.Devices.account_mgr.cgi.Command.Injection 0S5 Command CVE-2024-10914,CVE 1,109 3] 531
4 =
Surfshark VPN i3 Proxy Client-Server 2 1.08 MB 220 Injection 502410915
- : - . imax.BR-6428NS.MP.Command.Injection omman - - . \
Hotspot.Shield 3 Proxy Client-Server 1 861.33KB 200 ® Edimax.BR-6428NS.MP.C d.Injecti 0SC d CVE-2023-31983 1,105 3 4,691
Psiphon 4 Proxy Client-Server 9 2.39 MB 187 Injection
. E & CQNAP.VioStor.NVR.CVE-2023-47 ommand.Injecti OS5 Command CVE-2023-47565 1,080 2 3,884
L Touch.VPN {3 Proxy Client-Server 1 1.18 MB 165 on Injection
4 Ethereum.Cryptocurrency.M @ General.Interest Client-Server 2 322 MB 71 B # NETGEAR.DGN1000.CGl.Unauthenticated.Remate.Co Code Injection 1,078 1,945 3,631
iner de.Execution
c Tab.Mini c L cli < 5 13414 KB 30 a & D-Link.Go-RT-AC750.hnap_main.Buffer.Overflow Buffer Errors CVE-2022-37055 1,121 3,598
ryptalab.Mining 8 _GLeneral.interest lent-server . a @ MNETGEAR.macAddress.Remote.Command.Execution OS Command CVE-2016-1555 1,122 EREY
Proton. VPN i3 Proxy Client-Server 1 1M17.26 KE 28 Injection
m windscribe 14 P'r'D:-E‘f Client-Server 1 112.69 KB 19 a @ Geovision.DateSetting.cgl.Command.Injection IDS Cqmmand ;:Sf?fj;?ﬂ.tﬁ— 1,124 2 1,921
_ _ njection
# OKHTTP.Library.VPN {3 Proxy Client-Server 2 663.79KE 12 a @ Linksys.DirecTV.WVB.HTTP.Header.Remote.Comman Code Injection CVE-2017-17411 387 15 1,558
Hexatech.VPM 4 Proxy Client-Server 1 322.59KE 2 d.Execution
- OpenSsL.Heartbleed.Attack Information  CVE-2014-0160 21 26 1,552
3 BitTorrent P2P Peer-to-Peer 16 63.80MB 167,348 a8 . '
4 ?_ﬁ- - Disclosure
a @ Apache.Struts.2.REST.Plugin.Remote.Code.Execution Code Injection CVE-2016-4438,CVE- 438 & 1,434
201712611
MASTER.IPCAMERAOT.Cmd.Parameter.Remote.Com 0S5 Command CVE-2019-8387 769 3 1,343
B
mand.Execution Injection
a @ D-Link.DIR-816.setSysAdm.Command.Injection 0S Command CVE-2022-28915 1,093 1 1,285
Injection
a @ TelerikWeb.Ul.RadAsyncUpload.Handling.Arbitrary.Fi Improper CVE-2017-11317,CVE 70 53 1,275
le.Upload Authentication -2017-11357,CVE-20
19-18935
Drupal.Core.Form.Rendering.Component.Remote.Co 05 Command CVE-2018-7600 843 10 1,218
@ Drupal dering.Comp d
de.Execution Injection

& Bladabindi.Botnet




n1sdudanasTousivus:uulAdaiuy Tavaunsau Next Gen Firewall : Fortinet

Web Usage : Top Web Applications

Application Sessions Bytes
YouTube 41,710,821 89.36 TB
55L 188,131,883 7576 TB
TikTok 108,905,513 5586 TB
Facebook 102,924,495 32.92TB
Instagram 68,430,327 2991 TB
Apple.Store 19,041,831 16.31 TB
Microsoft. Windows.Update 2474158 9.29 TB
Google.Services 106,266,014 9.27TB
Metflix 4,308,111 7.97TB
Amazon.AWS 3,664,571 6.18TB
HTTP.EROWSER 18,679,033 576TB
iCloud 32,699,695 539TB
Apple.Services 25,238,124 485TB
Twitter 3,523,845 476 TB
HTTP.Segmented.Download 673,119 385TB
HoYoverse.Genshin.Impact 32,152 3.61TB
Microsoft.Portal 22,720,692 277TB
Riot.Games 571,955 270TB
HTTP.Download.Accelerator 504,253 240TB
Telegram 1,033,068 205TB
Garena 1,121,327 1.95TB
Twitch 354,869 1.62TB
Maver.Line 8,415,364 1.60TB
Microsoft.365.Portal 11,713,668 1.58TB

Google.Services 3,738,732 1.58TB
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth Top Applications by Sessions

# Application Bandwidth Sent = Received # Application Sessions

1 55L 1.32 1B 1 DNS 9,/14,217
2 Facebook 671.77 GB 2 55L 9,562,760
3 YouTube 54923 GB 3 Google.Services 2422 357
4 tcp/21064 266.54 GB 4 SNMP 2,374,293
5 Windows.File.Sharing 179.08 GB 5 udp/5353 2 311,848
& SMB 177.73 GB & HTTP.BEROWSER 1,630,359
7 Microsoft. Windows.Update 168.35 GB 7 Microsoft.Portal 1,612,553
8 Microsoft.365.Portal 150.10 GB 8 Facebook 1,371,121
9 Google.Services 143,03 GB 9 Microsoft.365.Portal 1,306,400

10 TikTok 26.50 GB 10 Endpoint Control Registration 1,161,722
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# Attack Name Severity

1 @ VMwarevCenter.CVE-2021- Critical
21985.Remote.Code.Executio
n

2 i malicious-url High

3 @ IvantivTM.wizard.fcgi.Auth High
entication.Bypass

4 @ Kyocera.Printer.Address.B High
ook nformation.Disclosure

5 @ TCP.5plit.Handshake Medium

6 @ Apple.macOS.DSStore.Acce Medium
ss. Information.Disclosure

7 @ Apache.CamelX5LT.Comp Medium
onent.Xxk

8 @ lira.Plugins JiraWhitelist.55 Medium
'.,'!"_

d11su REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected Events by Severity ’

CVE-ID Counts Events by Severity
CVE-2021-21585 1
4

CVE-2024-7553 1
# 73.93% Low (11710

CVE-2022-1026 1 ® 588% Info (733)

0.14% Medium [18)

@ 0.05% Critical (&)

CVE-2014-0002,CVE-202 1

5-6438

CVE-2019-8451 1




A1sdudanasTousivus:uulAdaiuy Tavaunsau Next Gen Firewall : Fortinet
da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention Top Application Vulnerability Exploits Detected
High Risk Applications

Risk Application Name Category Technology User Bytes Session Severity Threat Name Type CVE-ID Viciim Source Count
© @ Monero.Cryptocurrency.Mi @ General.Interest Client-S5erver 7 63.45MB 31,916 (53 ® VMwarevCenter.CVE-2021-21985.Remote Permission/Privilege/Access CVE-2021-21985 1 1 1
ner .Code. Execution Control
©® @ ProxyHTTP {4 Proxy Network-Protocol 1,912 202,54 MB 2,250 @ malicious-ur 1 1 4
(5 ) D Google.Translate_Websites @ General.Interest Browser-Based 15 508 MB 57 @ Kyocera.Printer.Address.Book.Informatio Information Disclosure CVE-2022-1026 1 1 1
- n.Disclosur
(53 4 Ethereum.Cryptocurrency. @ General.Interest Client-Server 2 461.18KB 13 : sclosure
Miner @ IvantivTM.wizard.fcgi.Authentication.Byp Permission/Privilege/Access CVE-2024-7593 1 1 1
ass Control
(53 Bitcoin.Cryptocurrency.Min @ General.Interest Client-Server 1 165.52 KB 4 R .
or @ TCP.Split.Handshake Anomaly 2 2 5
. & Apple.macO5.D55toreAccess.Information Information Disclosure 1 1
f@ BitTorrent m P2P Peer-to-Peer 4 2914 MEB 63334 )
€ Chrome.Remote.Desktop % Remote.Access Client-Server 2 153.88MB 8,286 ® Apache.Camel XSLT.Component. XXE Permission/Privilege/Access CVE-2014-0002,C 1 1 1
» AnyDesk i» Remote.Access Client-Server 15 526,37 MB 1,380 Control VE-2025-6438
w® RDP i» Remote. Access Client-Server ] 3.60 GB 261 @ Jira.Plugins.JiraWhitelist.SSRF Other CWE-2019-8451 1 1 1
@ UltraViewer i= Remote Access Client-Server 5 106.91 MB 109
= Microsoft.Quick.Assist s Remote Access Client-Server 9 4934 MB 89
8 TeamViewer i» Remote.Access Client-5erver 1 4.95 MB 28
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FIN-REG Cyber Threat Assessment

Top Web Applications

Application Sessions Bytes

550 9,534 189 1.45 1B
Facebook 1,362,369 673.57 GB
YouTube 404,514 55317 GE
Microsoft. Windows.Update 55,313 166.02 GB
Microsoft.365.Portal 1,256,131 14310 GBE
Google.Services 2,396,733 101.04 GB
TikTok 65,144 7758 GB
Maver.Line 596,384 BB.79 GB
Adobe.Update 16,270 B65.40 GB
Google.Services 7,282 59.48 GB
Microsoft.Portal 1,591,468 5432 GB
Microsoft.SharePoint 112,843 53.19 GB
HITP.BROWSER 1,271,315 43,92 GB
OneDrive 66,816 38.66 GB
HTTP.Segmented.Download 32,292 3755GB
Microsoft. Teams 744 894 33.29GB
Metflix 13,230 28.46 GBE
Adobe. Web 423,226 2483 GB
Microsoft.365.Portal 42,728 19.28 GB
Microsoft.Outlook 324,821 17.79 GB
Apple.iPhone 189,550 17.28 GB
HTTP.Download.Accelerator 12,391 16.38 GB
foom 29,245 13.82GB
Google.Docs 37333 10.35 GB
Apple.iPad 109,845 8.63 GB
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