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Internet Gateway Traffic
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Client Count By Association/Authentication | View Details Q@O0 —X Clients by SSID
Associated | Authenticated

Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | From:| 11/1/2024, 9:05AM | To:| 11/30/2024, 9:05 AM |

@EUT-ToT-AX =1
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Client Count
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@SUT-Guest = 55
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uATudoJBUTATS ap 1duunuaunsinulukod office awasalGaulsiung
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Summary

Intrusions By Severity

Critical High and Medium Intrusions Timeline

20K
15K

10K

AP PSP P S @

R A =
¥ ¥ ¥
& I

Intrusions By Types

*

Intrusion Type Counts
Path Traversal

Malware

Anomaly

05 Command Injection

Code Injection

S0L Injection

Other

Permission/Privilege/Access Contraol
Buffer Errors

10 X55

11 DoS

12 Information Disclosura

0o o B W R =

o

13 Improper Authentication
14 CSRF
15 Resource Management Errors

B 43.21% High (158103)
® TEEEW Low |122398)
@ I0.03% Critical (91801]

% Medium [41257)
® 1.08% indo (4962)

| M Critical

Medium

85451
80,163
72309
60,193
46,250
27,082
20,408
9,085
5074
4,756
1,601
1,447
674

Intrusions Detected
Critical Severity Intrusions

# Attack Name CVEID

1 5 Hikvision.Products.SDK. Web CVE-2021-36260
Language Tag.Command.|njecti
on

2 4§ PHPUnitEval-stdin PHP.Rem CVE-2017-9841
ote.Code_Execution

3 5 Andromeda.Botnet

4 g ApacheStruts.2.Defaultéctio CVE-2013-2251
niMapper Remote. Command.Ex
ecution

5 5 NETGEAR.DGNI1000.CGl.Una
uthenticated Remote. Code. Exec

ution
6 i DZ5.GPONRemote Code Exe CVE-2018-10561,CVE-2018-1056
cution 2

7 4 D-Link.Devices HMAP.S0OAPA CVE-2015-2051,CVE-2019-10891
ction-Header.Command.Executi
on

B 4§ ApacheStruts.2akarta.Multi CVE-2017-5638
part.Parser.Code. Execution

9 5§ Bladabindi Botnet

10 5§ TP-link Devices userRpmMat
DebugRpm.Authentication.Bypa
55

11 5§ Apache. Logd] Error Log.Rem CVE-2021-4104,CVE-2021-44228
ote.Code Execution JLOVE-2021-45046

12 5§ Ghist.RatBotnet

13 5§ OpenSSl.Heartbleed Attack CVE-2014-0160

14 5§ Joomlal Core Session.Remot CWE-2015-8562
e.Code Execution

15 5§ njRAT.Botnet

16 s WIFICAM.P2P.GoAhead Multi CWE-2017-B221,CVE-2017-8223,
ple.Remaote Code Execution CVE-2017-8225,OWVE-20M 7-18377

17 4 Amadey.Botnet

18 5 WordPress. HTTP.Path Traver CVE-2019-9618,0VE-2022-4101,
sal CVE-2018-16283,CVE-2018-1629

9,0V/E-2020-11738

19 59 Telerik. Web Ul.RadAsyncUpl CVE-2017-11317,CVE-2017-1135
oad.Handling-Arbitrary.File.Uplo 7,CWE-2019-18935
ad

20 §p Remate.CMD.Shell

Intrusion Type
05 Command Injection

Code Injection

Other

Code Injection

05 Command Injection

05 Command Injection

Code Injection

Permission/Privilege/Access Control

Permission/Privilege/Access Control

Information Disclosure
Code Injection

Code Injection

Path Traversal

Improper Authentication

Malware

Counts

24171

5194
3515

2,104

1,978

1,824
1,423
1,091
1,027
926
2

819

212
758

&80

S80

510

484
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Intrusion Victims

# Attack Victim

1 19216831131
2 203.158.7.61

3 20228421

4 202.28.42.38

5 202.2B.42.25
6 202.2B.42.26

7 1016332

8 203.158.4.150
9 1B.20B.156.2458
10 185.208.158.202
11 185.237.207.107
12 176.10.111.126
13 194.62.105.143
14 79.132.128.13
15 203.158.7.95
16 203.158.4.100
17 173.234.13.50
18 173.234.13.48
19 203.158.6.44
20 173.234.13.47

&
5
&

mCritical ®High = Medium Percent of Total Attacks

35,179 30.12%
24,229 20.75%
B,969 7.68%
B,258 7.07%
7384 632%
6,975 5.97%
5177 4.43%
2,149 1.B4%
1,771 1.52%
1,745 1.49%
1,736 1.49%
1,611 1.38%
1,607 1.38%
1,605 1.37%
1,515 1.30%
1,458 1.25%
1,439 1.23%
1,401 1.20%
1,342 1.15%
1,241 1.06%

Attack Source
92.255.57.58
5.147.173.168
149.50.96.45
3.210.1.88
194.50.16.198
1156178
95.214.52.254
184.105.192.2
9 192.168.127.161
10 103.215.25.250
11 45.202.35.17
12 185.78.165.153
13 194.87.216.228
14 141.98.11.178
15 179.43.191 .98
16 154.213.187.20
17 95.214.55.43
18 B.222.152.112
19 46.19.138.234
20 47.239.102.166

M = M ok w K = 3

Intrusion Sources

Counts

mCritical mHigh  Medium Percent of Total Attacks
45,874 29.05%
23,826 15.09%
14,343 9.08%
12,450 7.88%
10,061 6.37%
8,730 5.53%
7,786 4.93%
5,192 3.29%
3,835 2.43%
3,483 2.21%
3,413 2.16%
2,618 1.66%
2413 1.53%
2,207 1.40%
2,025 1.28%
2,015 1.28%
1,941 1.23%
1,929 1.22%
1,892 1.20%
1,866 1.18%
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# Intrusion Name Intrusion Type Severity Counts
1 59 Hikvision.Products.5 OS5 Cormmand Injection  Critical 34963
Intrusions Blocked DichebLanguage.Tag.Co

mmand.Injection

2 59 PHPUnitEval-stdin.P Code Injection Critical 24171
HP.Remote.Code_Executi
on

3 ‘ Andromeda. Botnet Critical 5194

4 5§ Apache.Struts.2.Defa Other Critical 3,515
ultActionMapper. Rermot
e.Command.Execution

5 s METGEAR.DGM1000.C Code Injection Critical 2,104
Gl.Unauthenticated. Rem
ote.Code.Execution

6 5 DZS.GPON.Remote.C OS5 Command Injection  Critical 2 De4
ode.Execution

7 1 D-Link_Devices. HMAP. 0S5 Command Injection  Critical 1,978
SOAPAction-Header.Com
mand_Exacution

B 59 Apache.Struts.2 Jakar Code Injection Critical 1,824
ta.Multipart.Parser.Code
Execution

g t Bladabindi.Botnet Critical 1,423

10 5 TP-link.Devices.user Permission/Privilege/Acc Critical 1,091
RpmMatDebugRpm Auth ess Control
entication.Bypass

1159 Apache.logdiErrorl Permission/Privilege/Acc Critical 1,027
og.Remote.Code Executi ess Control
on

12 4y GhistRatBotnet Critical 926

13 49 OpenSSl.Heartbleed. Information Disclosure  Critical B91
Attack

145§ Joomlal Core.Session. Code Injection Critical 819
Remate.Code.Execution

15 5§ njRAT.Botnet Critical B12

16 5§ WIFICAM.P2P.GoAne Code Injection Critical 798
ad.Multiple. Remote.Cod
e.Execution

17 i Amadey.Botnet Critical 690

185§ WordPress HTTP.Pat  Path Traversal Critical 580
h.Traversal

19 59 TelerikWeb.UlL.RadAs Improper Authentication Critical 510

yncUpload.Handling. Arbi
trary.File.Upload

2059 Remote.CMD.Shell  Malware Critical 484
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®

Application Mame Category Technology

B Coudflare.1.1.1.1.¥FN 2 Proxy Client-Server

2 Proxy.HTTP 3 Proxy Metwork-Protocol
# Hola.Unblocker 3 Proxy Client-Server

# Hobspot.Shield 23 Proxy Client-Server

@2 SOCES4 3 Proxy Metwark-Protocol
A SOCKSS 3 Proxy Wetwork-Protocol
& YeePM.VPN B Proxy Client-Server

B TurboVPN 3 Proxy Client-Server

B Surtshark VPM 3 Proxy Client-Server

# TunnelBear £ Proxy Clisnt-Server

) Psiphon B Proxy Client-Server

4 Tor 3 Proxy Client-Server

L TouchVPN B Proxy Client-Server

@ CryptoTab.Mining @ General Interest Client-Server

t:[ Bitcoin.Cryptocurrency Mine i General. Interest Client-Server

r

SkyWPM 3 Proxy Client-Server

@

ar

L
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High Risk Applications

Security and Threat Prevention

Monero.Cryptocurrency.Min @

Ethereumn.Cryptocurrency. M @

inar

o

OperavVPH

BitTorrent

L=
=3

General Interest

General Interest

Proxy
P2P

Client-Server

Client-Server

Cliant-Server
Peer-to-Peer

;

-
=]

L I T B e T I R I T B VY ]

&

20

Bytes
27459 MB

NGB
4.B6 MB
4.24 MB
290,28 KB
24037 KB
1.00 MB
34452 KB
624.06 KB
340.75 KB
1.02 MB
94,34 KB
27330 KB
25.57 MB
99.82 MB

28.26 ME
19.21 ME

1.27 MB

38.00 KB
55.23 MBE

Session
299,630
198,701
2488
1,186
741

645
220
199
170

92
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B

53

52

L

27
24

11

33.362

Top Application Vulnerability Exploits Detected
]

Severity Threat Name Type CVE-D Victim  Source  Count
% Hikvision Products SOK WebLanguage Tag.C 05 Command Injection CVE-2021-36260 2 14 34,961
ommand.Injection
§ PHPUnit.Eval-stdin PHP_Remote.Code.Execu Code Injection CVE-2017-9841 1137 105 24076
tion
§ Andromeda Botnet 4 1 5182
§ Apache Struts.2 DefaultActionMapper Remo Other QVE-2013-2251 1137 4 3473
te.Command.Execution
% NETGEAR.DGN1000.CGLUnauthenticated Re Code Injection 8 1560 1782
mate.Code. Execution
#§ DZ5.GPON Remote.Code Execution 05 Command Injection ~ CVE-2018-10561C 873 1544 1724
VE-2018-10562
#§ D-Link Devices. HNAP S0APAction-Header.C 05 Command Injection CVE-2015- ges 1507 1641
ommand Execution 2061,CVE-2019-10
B9
% Bladabindi.Botret 589 384 1370
#§ Apache Struts.2 Jakarta Multipart. Parser. Cod Code Injection CVE-20175638 860 33 1265
e.Exacution
% Apache.Logd] Error.Log Remote.Code. Bxecut Permission/Privilege/Access CVE-2021- o 15 1,026
ion Contral 4104,CVE-2021-44
228,CVE-2021-450
46
1§ OpenSSL.Hearthlead Attack Information Disclosure  CVE-2014-0160 26 16 &
i§ TP-Link.Devices.userRpmMatDebugRpm. Aut Permission/Privilage/Access 605 1 B26
hentication.Bypass Contral
#§ Joomlal. Core Session.Remote.Code.Executio Code Injection CVE-2015-8562 5 35 819
n
i§ njRAT.Botnet 1 1 B2
§ WIFICAM.P2P. Goshead Multiple Remote.Co  Code Injection CVE-2017- 6 17 798
de Execution 8221,0VE-2017-82
23,0VE-2017-8225

JCVE-2017-18377
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. Web Usage : Top Web Applications 0

Application Lessions Bytes
YouTube 47 558,202 B9.B2TH
HTTPS.BROWSER 192,102,486 76.55TEB
TikTok 111,514,247 63.29TB
Facebook 110,748,714 3241 T
Instagram 104792377 2711 T8
Apple Store 154597411 2564 TB
Netflix L.746 462 1283TB
Google Services 87,069,907 12.82TB
iCloud 48378019 10091 T8
Apple Services 25255488 9.82TB
Microsoft. Windows Update 2446779 B0ATE
Twitch 984,971 4.49TB
Twitter 5.992 830 3EB5TB
Microsoft. Partal 29448450 3417TB
HTTP.BROWSER 20,268,718 340TB
Riot.Games 1,082,610 325TH
S5L 10342126 250TB
Amazon.ClowdFrant 591,764 249TB
Onelrive 994,950 230TB
Google Photos 301,232 1.70TB
Telegram 1,018,862 1.69TE
AmazonAWS 1,615,445 1.65TB
HTTP.Download Accelerator 132,631 161TE
HTTP Segmented. Dowmload 184,648 136TB

Google Services 4,528 295 1.34TE
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. Top Applications by Bandwidth O 0 Top Applications by Sessions .

# Application Bandwidth Sent | Received # Application

Sessions
1 HTTPS.BROWSER 24.56 GB 1 HTTP 540,150
2 tcp/21064 8.68 GB 2 HTTPS.BROWSER 107,769
3 SMB 3.89 GB 3 HTTP.BROWSER 35,883
4 DTLS 3.63 GB 4 Web Management 30,222
5 HTTP.BROWSER 1.62 GB 5 DNS 19,798
& Microsoft. Windows.Update 1.06 GB & SSL 12,903
7 Apple.iPhone 507.54 MB 7 HTTPS 12,008
8 Facebook 494.23 MB 8 udp/5353 9,472
9 YouTube 376.47 MB 9 DHCP& 8,965

10 SSL 353.63 MB 10 Endpoint Control Registration 5,698
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Intrusions Detected :
. 0 O Events by Severity .

Mo matching log data for this report

B 92.93% Low (368)
B 5.06% Info (24)
1.01% Medinm (4]




