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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)
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"Monthly' Graph (2 Hour Average)
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Client Count By Association/Authentication | view Details O0F—X
Associated | Authenticated SUT-Canteen = 1|

|_@SUT-Wifi-fix = 1|
@SUT-SmartClassRoom = 1r':
SUT-Event =1 ,'

Zoom: 1h | Bh | 1d | 1w | 2w | 4w | 3m | 6m | 1y | From:| 11/1/2025, 8:30 AM To: | 11/30/2025, 1159 PM| ] |

Client Count

|Sur’aDuur’Incl-: = 'I|:'||

SUT-Time = 149
|SUT-weblagin = 47|

|edur’uam =53

@ AIS SUPER WiFi = 384
|@SUT-Classroom = 781
|AIS SMART Login = 949
@SUT-Guest = 234|
|@SUT-10T = 168

@SUT-Wifi = 17,567

D T T T T | T T T T | T T T T | T T T T | T T T T |
Mow 5 Mow 10 Mov 15 Mow 20 Mow 25

Time

) Associated Wireless Count Associated Wired Count

® lGanuuwus:zuu wireless gadm 10,784 AuU/3u
e iFJnuuinus:=uu wireless, AgR 3,144 AU/3U
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n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Intrusions By Severity # Intrusion Type Lounts
1 Anomaly 334,484
2 Code Injection 89,757
3 0OS Command Injection 81,076
4 Path Traversal 57,539
@ 45.88% Low (316851 5 Permission/Privilege/Access Control 16,469
23.72% High (160319) & Other 16,409
@ 23.12% Critical (156278) L
6.04% Mediurm (40846) 7 50QL Injection 13,459
® 0_24% Info (1652) 8 DoSs 4,825
9 Malware 3,135
10 Information Disclosure 3,066
11 ¥55 2572
12 Improper Authentication 1,605
Critical High and Medium Intrusions Timeline 13 Buffer Errors 1,450
14 CSRF 175
T B Critical 15 Resource Management Errors 48
40K
High
30K Medium
NN
| —
10K
0 & N & o 3 & N % P ) o n
e i e & 1 o o By ! 't ", " . "
Nﬁ’ h‘i“j" ﬁﬁ" A:x :\:\ h:'\ ) 0 = "x " :‘:x h\"\.
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n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Intrusion \Victims Intrusion Sources

# Attack Victim Counts mCritical "High = Medium Percent of Total Attacks # Attack Source Counts mCritical "High Medium Percent of Total Attacks
1 202.28.42.26 22,738 20.03% 1 192.159.99.95 L 128,904 42.08%
2 117.18.127.179 12,523 11.03% 2 79.124.40.174 — 36,444 11.90%
3 203.158.7.75 - 10,679 9.41% 3 203.159.29.4 u 32,603 10.64%
4 49.228.131.165 F—— 9,680 8.53% 4 147.93.157.182 17,474 5.70%
5 203.158.3.15 - 9,072 7.99% 5 38.55.99.198 - 16,606 5.42%
6 203.158.3.44 - 8,874 7.82% 6 212.192.12.97 — 16,051 5.24%
7 2031584150 - 7,798 6.87% 7 10.1.143.32 L 11,659 3.81%
8 202.28.42.60 ' 3,439 3.03% g 101.53.148.21 I 8,715 2.84%
9 202.28.42.23 - 3,395 2.99% 9 10.1.632.111 [ | 8,157 2.66%
10 203.158.6.44 . 3,142 2.77% 10 10.1.129.138 4,540 1.48%
11 44.24492 128 — 2,438 2.15% 11 221.159.119.6 3,770 1.23%
12 203.158.7.71 - 2,424 2.13% 12 3R.127.60.179 | 3,725 1.22%
13 192.168.90.70 . 2,408 2.12% 13 111.194.228.153 I 3,325 1.09%
14 202.28.42.39 - 2,357 2.08% 14 10.0.57.181 | 2,434 0.79%
15 203.158.3.128 . 2,355 2.07% 15 10.0.80.88 2,342 0.76%
16 45.159.189.105 . 2,330 2.05% 16 131.159.24.205 2,245 0.73%
17 202.28.42.20 - 2,134 1.88% 17 192.159.99.101 2,031 0.66%
18 203.158.7.37 - 1,925 1.70% 18 192.159.99.180 1,961 0.64%
19 192.168.90.60 E 1,925 1.70% 19 10.1.92.57 1,830 0.60%
20 203.158.7.63 - 1,906 1.68% 20 10.1.64.251 | 1,521 0.50%




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts

1 5 ThinkPHP.Controller. Code Injection Critica 31,545

Parameter Remote.Code

Intrusions Blocked

2 5§ PHPUnitEval-stdin.F Code Injection Critica 29115

3 5§ Bash.Function.Definit 05 Command Injection  Critica 12,369

4 §§ njRAT.Botnet Critica 9,680

@ Drupal CoreForm.Re 05 Command Injection  Critica 9,605

& s Wavlink.Devices login 05 Command Injection  Critica 9577

4T75EG

- § 36

T
7 4 OMAPNioStor.NVR.C 05 Command Injection  Critica 8,906
' 3
i

8 5 DIS.GPOMN.Remote.C 05 Command Injection  Critica 3,059
ode Execution

ez HMAP. 05 Command Injection  Critica 2,960

Critica 2,439
Critica 2,330

GEAR.DGMT000.C Code Injection Critica 1,623

Critica 1,355

14 5 HTTP.URLJava.Code.l Code Injection Critica 1318
15 5§ XWiki.SolrSearch.Cod Code Injection Critica 1312

16 5§ METGEAR.macAddres 05 Command Injection  Critica 1307

nk. SO goform Sy Code Injection Critica 1292

mmand.Comma

r.L Permission/Privilegeffcc Critica 1,287
ezs Contro

GAZEME M 05 Command Injection  Critica 1,266

20 5 MASTERIPCAMERADT OS5 Command Injection  Critica 1,247

Crmd.Parameter. Remaote

Lommand.Execution



n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

High Risk Applications

High Risk Applications

Mo matching log data for this report

SUT Gateway Cyber Threat Assessment

severity Threat Mame

Top Application \Vulnerahility Exploits Detected

Type
& ThinkPHP.Controller.Parameter.Remote.Cod Code Injection
e.Execution

& PHPUnit.Eval-stdin.PHP.Remote.Code.Execu Code Injection
tion

@
cu

Bash.Function.Definitions.Remote.Code.Exe 0OS Command Injection
tion

& njRAT.Botnet

& Drupal.Core.Form.Rendering.Component.Re 05 Command Injection
mote.Code.Execution

#® Wavlink.Devices.login.cgi.Command.Injectio OS Command Injection

& OMNAPMioStor NVR.COVE-2023-47565.Comma 05 Command Injection
nd.Injection

& Amadey Botnet

# DZ5.GPON.Remote.Code.Execution 05 Command Injection
& Babar

& D-Link.Devices.HNAP.SOAPAction-Header.C 0OS Command Injection
ommand.Execution

CVE-ID

CVE-20189-
9082,CVE-2018-20
De2

CVE-2017-9841

Victim
1127

1127

CVE-2014-
6271,CVE-2014-62
77,CVE-2014-6278
JVE-2014-7168,C
VE-2014-7186,CVE
-2014-7187

1,129

1

CVE-2018-7600 1,124
CVE-2022-35526,C 1,127
VE-2024-
39759,CVE-2024-3
9760,CVE-2024-39
761
CVE-2023-47565 1,125

3

CVE-2018-10561,C 961
VE-2018-10562

CVE-2015- 958
2051,CVE-2019-10
291,CVE-2022-370
56,CVE-2023-3572
3,CVE-2024-33112

Source
10

66

1,153

1,136

Count

31,541

28,374

11,641

9,680
8,895

8,806

8,194

2,439
2,359

2,330
2,230



Web Usage

Application

55L

YouTube

Instagram

Facebook

TikTok

Apple.Store
Google.Services

iCloud

MNetflix

Apple.Services

Twitter

Microsoft. Windows.Update
HTTP.BEROWSER
Riot.Games
HTTP.5egmented.Download
Amazon.AWS

Garena

Microsoft.Portal
HTTP.Download.Accelerator
Google.Cloud.Storage
OneDrive

Twitch
HoYoverse.Genshin.impact

N Adobe.Update

Telegram

n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

. Top Web Applications

Sessions Bytes
277,281,046 133.07 TB
39,189,619 96.94 TB
83,788,678 3533 TB
100,936,569 31.22TB
41,089,741 2214 TB
23,160,876 17.60 TB
51,044,407 9.15TB
43,769,703 8.59TB
4,056,981 7.51TB
28,763,326 7.09TB
3,829,703 6.14 TB
1,258,427 575TB
11,092,777 418 TB
1,478,178 3.56 TB
879,523 2887TB
1,968,751 276 TB
1,488 486 271 7B
23,880,689 2537TB
790,811 2507TB
1,765,560 201 TB
1,116,915 1.83TB
422,599 1.80TB
34,096 1.62TB
118,659 1.59TB
967,116 1.53TB
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d91SuU REG 11a: Finance

FIN-REG Security Analysis
Top Applications by Bandwidth Top Applications by Sessions

# Application Bandwidth Sent = Received # Application Sessions

1 SSL 1.18 TB 1 DN5 9,541,742
2 Facebook 541.03 GB 2 S5L 7,165,612
3 YouTube 456.47 GB 3 Google.Services 2 320,958
4 tcp/21064 277.22 GB 4 udp/5353 2,245,783
5 SME 178.79 GB 5 Microsoft.Portal 1,661,018
& Microsoft.365.Portal 165.68 GB 6 Facebook 1,356,845
7 Google.Services 157.07 GB 7 Microsoft.365.Portal 1,315,254
8 Microsoft Windows.Update 134.52 GB 8 Endpoint Control Registration 1.270427
9 TikTok 129.09 GB 8 HITP.BEROWSER 066,825

10 Microsoft.SharePoint 121.95 GB 10 Microsoft.Teams 739,897




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

d11SuU REG ua: Finance
FIN-REG Security Analysis

Attack Name Severity

@ VMware.vCenter.CVE-2021 Critical
-21985.Remote.Code. Executio
-

@ Ruijie.RG-EW.luci_api_auth Critical
.Command.Injection
@ Mariposa.Botnet Critical

4 @ Kentico.CMS.Xperience.Sta Critical

ging.Sync.Server Authenticati
on.Bypass

@ Shenzhen.Tuoshi.Devices.f High
ormJjsonAjaxReqg.Command.in
jection

@ IvantivTM.wizard.fcgi.Auth High
entication.Bypass

@ Optilink.GPON.Devices.for High

mTracert.Remote.Command.
Execution

8 @ HTTP.URLSQL.Injection High
9 @ TCP.SplitHandshake Medium

@ Apache.CamelXSLT.Comp Medium
onent.xxXE

Intrusions Detected @ @ Events by Severity )

CVE-ID Counts
CVE-2021-21985 4
CVE-2021-43163 3
2
CVE-2025-2746,CVE-202 1
52747 B 93.98% Low (11717
B 594% Info (741}
CVE-2024-53944 3
0.05% Mediom (&)
i 0.03% Critical (4)
CVE-2024-75583 1
CWVE-2025-34049 1
1
a4
CVE-2014-0002,CVE-202 3

5-6438




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

d91SuU REG 11a: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention
High Risk Applications

Risk Application Name Category Technology User Bytes Session
(5 ] 2 Proxy.HTTP {3 Proxy Metwork-Protocol 45,837 3.37GB 46,715
© & Monero.Cryptocurrency.Mi @ General.Interest Client-Server 8 78.02MB 40,665
ner
ﬁ- Ly Google.Translate_Websites @ General.Interest Browser-Based 43 3233 MB 337
(53 4 Ethereum.Cryptocurrency. @ General.Interest Client-Server 2 541.64KB 16
Miner
(5] Bitcoin.Cryptocurrency.Min @ General.Interest Client-Server 2 52557 KB 15
er
(5] 2 SOCKSS {3 Proxy Metwork-Protocol 1 13.39 KB 15
@ BitTorrent B P2P Peer-to-Peer 4 4959 MB 131,222
& Chrome.Remote.Desktop ‘& Remote.Access Client-Server 2 193.13MB 16,841
» AnyDesk s Remote.Access Client-Server 15 226,64 MB 2,576
% RDP s Remote.Access Client-Server 10 15.17 GB 229
& UltraViewer is Remote.Access Client-Server 107.65MB 224
™ Microsoft.Quick.Assist s Remote.Access Client-Server 7 56.69MEB B8
& TeamViewer i Remote.Access Client-Server 1 6.32 MB 39

Top Application Vulnerability Exploits Detected

Severity Threat Mame

e

2o ©

@ VMwarevCenter.CVE-2021-21985.Remote
.Code.Execution

@ Ruijie.RG-EW.luci_api_auth.Command.Inje
ction

@ Mariposa.Botnet

@ Kentico.CMS.Xperience.Staging.Sync.5erv
er.Authentication.Bypass

& Shenzhen.Tuoshi.Devices.form|sonAjaxRe
g.Command.Injection

@ IvantivTM.wizard.fcgi.Authentication.Byp
ass

@ Optilink.GPON.Devices.formTracert.Remo
te.Command.Execution

@ HTTP.URLSQL.Injection

@ TCP.Split Handshake

& Apple.mac05.D55tore.Access. Information
Disclosure

fg. Jira.Plugins.Jirawhitelist. SSRF

@ Apache.Camel XSLT.Component.XXE

Type CVE-ID
Permission/Privilege/Access CVE-2021-21985 3
Control
05 Command Injection CVE-2021-43163 3
1
Improper Authentication CVE-2025-2746,C 1
VE-2025-2747

05 Command Injection CVE-2024-53944 3

Permission/Privilege/Access CVE-2024-7593 1
Control

Permission/Privilege/Access CVE-2025-34049 1
Contral

SQL Injection 1
Anomaly

Infermation Disclosure 2
Other CVE-2019-8451 3
Permission/Privilege/Access CVE-2014-0002,C 3
Control VE-2025-6438

2

Victim Source Count

4
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Top Web Applications

Application Sessions Bytes

550 7 148,745 1.227T8B
Facebook 1,339,911 542.04 GB
YouTube 333,397 458,77 GB
Microsoft.365.Portal 1,245,870 154.62 GB
Microsoft. Windows.Update 48,182 130.62 GB
TikTok 70,551 129.79 GB
Microsoft.SharePoint 122,985 122.74 GB
Google. Services 2,280,870 102.58 GB
Adobe.Update 15,673 D918 GH
Maver.Line 634,495 88.63 GB
Google Services 7,028 67.86 GB
OneDrive 64,903 65.48 GB
Microsoft.Portal 1,637,552 55.66 GB
Netflix 14,037 4580 GB
HTTP.Segmented.Download 29,330 4234 GB
HTTP.Download.Accelerator 14,723 32.75GB
HITP.BROWSER 91218/ 3203 GH
Microsoft.Teams 734,497 27.30GB
Microsoft.365.Portal 59,076 2114 GB
Google Accounts 173,549 18.60 GB
Microsoft.Outlook 367,696 18.49 GB
Adobe.Web 410,790 17.84 GB
Google.Docs 38,289 14.98 GB
Apple.iPhone 109,376 1043 GB
Microsoft. Authentication 392,161 8.81 GB
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