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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)
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Client Count By Association/Authentication | View Details 00— X

Associated | Authenticated
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Client Count

Dec 30

Dec 18 Dec 24

o- T T T T T T T
Decd Dec 12

Time

[ Associated Wireless Count [} Associated Wired Count

® yldsuuwus:uu wireless gJgm 10,182 Au/3u
e i3anutinus:=uu wireless, fingn 869 AU/3uU

e i3anutinuszuu wireless 1aay 7,145 AU/3u

HuJnu SSID anavaunad 1 Lhau

Clients by 551D

_@suT-wifi-fix = 1}

SUT-Time = 3| )

|SuraDccr|nck =10

|.@ TrueMove H = 43[

|-@ TRUEWIFI = 32

eduroam = 44

|@SUT-Guest = 41

|@SUT-CIassrnnm =45
|-@ AlS SUUPER WiFi = 399
|SUT-Weblogin = 175

|AIS SMART Login = 800

@SUT-1oT =150 @SUT-Wifi = 15,793
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ansdudanasTougivus:uulASadny Tau aunsal Next Gen Firewall : Fortinet

Summary

Intrusions By Severity

® SB35 High (206903)
& 16.79% Low (59655)
® 15.71% Critical (55802)

7818 Medium (27737)
& 1448 Info (5110)

Critical High and Medium Intrusions Timeline

M Critical
HHigh

Medium

Intrusions By Types

Intrusion Type
Code Injection
Anomaly

Path Traversal
SQL Injection

i

05 Command Injection
Other

Malware

Buffer Errors

10 X55

11 Information Disclosure
12 Do5

13 Improper Authentication
14 CSRF

o= oW B W b=

w

Permission/Privilege/Access Control

Counts

(Doya 1 1sioudaural)

71,627
62,436
47,638
45,046
26,539
21,185
17,382
7816
7411
1,935
1,749
B63

45

SUT Gatway of IPS Report

Intrusions Detected

Critical Severity Intrusions

#

swn

wn

~

®

5]

Attack Name
@ PHPUNILEval-stdin.PHP.Rem
ote.Code. Execution

% Andromeda.Botnet

W Bladabindi.Botnet

@ NETGEAR.DGN1000.CGLUna
uthenticated Remote.Code.Exec
ution

%@ DZS.GPON.Remote.Code.Exe
cution

@ O-Link.Devices. HNAP.SOAPA
ction-Header.Command.Executi
on

W@ Drupal.Core.REST.Module.Re
mote.Code.Execution

% WIFICAM.P2P.GoAhead Multi
ple.Remote.Code.Execution

W% GhOstRat.Botnet

@ TOTOLINK.Devices.cstecgl.C

e

CVE-ID
CVE-2017-9841

CVE-2018-10561,CVE-2018-1056
2

CVE-2015-2051,CVE-2019-10891
JCVE-2022-37056,CVE-2024-331
2

CVE-2019-6340

CVE-2017-8221,CVE-2017-8223,
CVE-2017-8225,CVE-2017-18377

CVE-2024-0295,CVE-2024-7160,
CVE-2024-7171,CVE-2024-7174,
CVE-2024-7175,CVE-2024-7177,
CVE-2024-7214,CVE-2024-7215,
CVE-2024-8574,CVE-2021-42888
/CVE-2022-25134,CVE-2022-261
86,CVE-2022-26187,CVE-2022-2
6188,CVE-2022-26189,CVE-2022
-26206,CVE-2022-26207.CVE-20
22-26208,CVE-2022-26209, CVE-
2022-26210,CVE-2022-26211,CV
E-2022-26212,CVE-2022-26213,
CVE-2022-26214,CVE-2022-2700
3,CVE-2022-27004,CVE-2022-27
005, CVE-2022-28575,CVE-2022-
28577,CVE-2022-28578,CVE-202
2-2B579,CVE-2022-28580,CVE-2
022-28581,CVE-2022-28582,CVE
-2022-28583,CVE-2022-28584,C
VE-2022-28905,CVE-2022-28906
/CVE-2022-28907,CVE-2022-289
08,CVE-2022-28909,CVE-2022-2
8910,0VE-2022-28911,CVE-2022
-28912,CVE-2022-28913,CVE-20
22-28935,CVE-2022-32449,CVE-
2022-38308,CVE-2022-38826,CV
E-2022-38827,CVE-2022-38828,
CVE-2022-41518,CVE-2022-4152
5,CVE-2023-24154,CVE-2023-24
236,CVE-2023-24238,CVE-2023-
24276,CVE-2023-25395,CVE-202
3-26848,CVE-2023-31569,CVE-2
023-31569,CVE-2023-31729,CVE
-2023-33487,CVE-2023-33556,C
VE-2023-46484,CVE-2023-46485
/CVE-2023-46574,CVE-2023-469
76,CVE-2023-46993,CVE-2023-4
9417,CVE-2023-49418,CVE-2023
-50651,CVE-2023-51014,CVE-20
23-51034,CVE-2023-51035,CVE-
2023-52026,CVE-2023-52027,CV
E-2023-52028,CVE-2023-52029,
CVE-2023-52030,CVE-2023-5203
1,CVE-2023-52038,CVE-2023-52
039,CVE-2023-52040,CVE-2023-
52041,CVE-2023-52042,CVE-202
4-22042,CVE-2024-23057,CVE-2
024-23058,CVE-2024-23059,CVE
-2024-23060,CVE-2024-23061,C
VE-2024-24325,CVE-2024-24326
/CVE-2024-24327,CVE-2024-243
28,CVE-2024-24330,CVE-2024-2
4331,0VE-2024-24332,CVE-2024
-24333,CVE-2024-25468,CVE-20
24-31807,CVE-2024-31808, CVE-
2024-31809,CVE-2024-31811,CV

Intrusion Type
Code Injection

Code Injection

‘05 Command Injection

0S Command Injection

‘05 Command Injection

Code Injection

‘05 Command Injection

Counts
23389
4742
2611

2,167

2,154



ansdudanasTougivus:uulASadny Tau aunsal Next Gen Firewall : Fortinet
(Doya 1 1sioudaural)

SUT Gatway of IPS Report

° Intrusion Victims Intrusion Sources .

# Artack Victim Counts ECritical ®High  Medium Percent of Total Attacks # Artack Source Counts mCritical pHigh  Medium Percent of Total Attacks
1 202.28.42.26 T — 20,158 24.66% 1 022555758 N — 45,158 24.11%
2 203.158.4.150 E—— 7145 B.74% 2 31.220.1.144 I — 20,850 11.13%
3 202284271 I — 6,580 B.05% 3 31.220.1.88 — 18,581 9.92%
4 10.0.11.4 I 4,351 5.32% 4 185.224.128.43 I 18,098 9.66%
5 203.158.3.42 I— 4,031 4.93% 5 203.86.23518 I — 16,156 B.62%
6 202.28.42.60 I 3,583 4.38% 6 10.1.149.170 I 15,918 8.50%
7 203.158.3.125 I— 3,505 4.29% 7 180.188.198.140 — 7.225 3.86%
8 9424742 28 — 3408 4.17% & 203.86.235.12 — 6,439 3.44%
9 77.220.21254 I 3399 4.16% 9 180.188.198.112 — 4,807 2.57%
10 185.237.206.129 — 3,395 4.15% 10 184.105.192.2 — 4,742 2.53%:
11 45.155.250.224 L 3,393 4.15% 11 195.3.223.52 I 4,691 2.50%
12 203.158.4.111 I— 3,348 4.10% 12 119.82.255.34 L 4,145 2.21%
13 202.28.42.40 I 2613 3.20% 13 180.188.198.109 L 3,783 2.02%:
14 185.196.9.67 — 2,344 2. 87% 14 95.214.55.74 — 3,664 1.96%
15 203.158.3.44 I 2268 2.77% 15 180.188.198.132 L 2451 1.31%
16 203.158.7.70 L 2,210 2.70% 16 141.98.11.155 L 2,333 1.25%
17 203.158.7.63 I 2,011 2.46% 17 180.188.198.116 L 2264 1.21%
18 10.1.20.128 — 1,592 1.95% 18 47.76.72.62 L 2,035 1.09%
19 202.28.42.30 L L 1,518 1.86% 19 38.61.1.134 L 1,999 1.07%
20 203.158.7.71 = B892 1.09% 20 95.214.53.211 - 1,980 1.06%
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SUT Gatway of IPS Report

Intrusions Blocked

# Intrusion Name Intrusion Type Severity Counts
1 § PHPUnitEval-stdin.P Code Injection Critical 23,389
HP.Remote.Code. Executi
on
2 § Andromeda.Botnet Critical 4,742
3 @ Bladabindi Botnet Critical 2611
4 g MNETGEAR.DGM1000.C Code Injection Critical 2,167

Gl.Unauthenticated. Rem
ote. Code Execution

5 § DZ5.GPON.Remote.C OSCommand Injection  Critical 2,154
ode Execution
6 § D-Link.Devices.HNAP. OS Command Injection  Critical 2,066

SOAPAction-Header.Com
mand.Execution

7 @ Drupal.Core REST.Mo OS5 Command Injection  Critical 2,019
dule Remote.Code Execu
tion

8 § WIFICAM.P2P.GoAhe Code Injection Critical 1,895
ad.Multiple.Remote.Cod
e.Execution

9 § GhOst.Rat.Botnet Critical 1515

10§ TOTOLINK.Devices.cs OS5 Command Injection  Critical 1241
tecgi.Command.Injection

11 @ Remote.CMD.Shell  Malware Critical 1,180

12 g Cisco.|OSXEWeb.Ul. Permission/Privilege/Acc Critical 1,035
Unauthorized Account.C ess Control
reation

13 g Aigital.Wireless.Devic 05 Command Injection  Critical 1,025
es formSysCmd.Comma
nd.Injection

14 9 OpenSSLHeartbleed. Information Disclosure  Critical BE0
Attack

154§ Bash.Function.Definit 05 Command Injection  Critical 606
ions Remote.Code.Execu
tion

16§ ThinkPHP.Controller. Code Injection Critical 496
Parameter.Remote.Code
Execution

17 i Mega MSNSwitch.Exp O5 Command Injection  Critical 496
ortsettings.Remote.Code
Execution

18 g TVT.DVRE.Remote.Cod Permission/Privilege/Acc Critical 481
e Execution ess Control

19§ Amadey. Botnet Critical 474

20 Telesguare SDT-CW3 OS5 Command Injection  Critical 375

B1.Command.Injection



ansdudanasTougivus:uulASadny Tau aunsal Next Gen Firewall : Fortinet
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Security and Threat Prevention

High Risk Applications Top Application Vulnerability Exploits Detected
L J

®
Severity Threat Name Type QVED Victim  Source Count
B # PHPUNitEval-stdin PHP.Remote.Code.Execu Code Injection CVE2017-9841 1,134 90 23,360
R F = F tion
Risk Application Name Category Technology User Bytes Session TR y o em
5] Cloudflare.1.1.1.1.VPN 3 Proxy Client-Server 3 705.80 MB 767,150 B  # SladebindiBomet L0 59 2597
B » ProxyHTTP ¢ Proxy Network-Protocol 104 3.63 GB 192,231 R £33 Bl
E 0 Hola.Unblocker u Proxy Client-Server 8 18.31 MB 91358 ¥ DZS.GPON.Remote.Code.Execution 0S Command Injection VC\EIEZ;?;!J;(;S:?CMS 1817 2,070
5] @ Monero.Cryptocurrency.Min @ General.Interest Client-Server 10 2869MB 6,543
er # Drupal.Core REST.Module Remote.Code.Exe OS Command Injection ~ CVE-2019-6340 1 6 2019
cution
B [ TurboVPN & Proxy Client-5erver 2 1.93 MB 1,301 & DLk Devices HNAPSOAPACtion-Header C 05 Command njection ~ (VE201S- 926 1,782 2002
B o HotspotShield @ Proxy Client-Server 1 1.44MB 351 - o
L Touch.VPN 3 Proxy Client-Server 2 864.60 KB 202 :MVE-ZOZHW
5 | (@ CryptoTab.Mining o General.Interest Client-Server 4 84.14MB 142 @ WIFICAM.P2P.GoAhead Muttple Remote.Co. Code Injection QEN1- 7 16 18%
B ® OKHTTP.Library.VPN @ Proxy Client-Server 2 3.44MB 123 S o i
B @ Psiphon & Proxy Client-Server 1 355.99KB 71 NEANTAGT
. @ GhOstRat.Botnet 1,048 512 1447
5] § VeePN.VPN & Proxy Client-Server 1 297.67 KB 58 % TOTOLINK Devices.cstecgi Command.njecti 05 Command Injection  CVE-2023- u2 2 14
B 4 Tor © Proxy Client-Server 3 76.79KB 53 » P
5] ) Bitcoin.Cryptocurrency.Mine @ General.Interest Client-Server 1 11219 MB 30 ;ICEV;-OZZDE;TC’;ICE
r ATITAOVEL
. . . 024-7175,CVE-202
B ® WindScribe 3 Proxy Client-Server 1 101.57KB 26 ey
B VPN.Master 3 Proxy Client-Server 1 94.91 KB 15 T214,0VE202472
15,CVE-2024-8574
5| SkyVPN & Proxy Client-Server 3 9.58 MB 7 (OVE:2021-42888,
B P BestlineVPN @ Proxy Client-Server 2 262MB 2 (B
(4] BitTorrent m P2P Peer-to-Peer 23 8436 MB 440,162 AN 2022
6187,CVE-2022-26
(4] ‘w RDP % Remote.Access Client-Server 20 3.97 GB 16,068 188,CVE-2022-261
89,(VE-2022-2620
1 & SoftEther 3 Proxy Peer-to-Peer 113 543.09MB 6,318 6CVE-202226207
JCVE-2022-26208,
CVE-2022-26209,C
VE-2022-

26210,CVE-2022-2
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Web Usage : Top Web Applications

[ 4

Application Sessions Bytes
YouTube 48,214,642 98.50 TB
HTTPS.BROWSER 186,200,317 8392TB
TikTok 116,817,382 69.25TB
Facebook 109,957,115 3094 1B
Instagram 114,478,974 26.92TB
Apple.Store 16,504,722 18.73TB
Netflix 5,588,859 13.19TB
Google.Services 83,024,809 12.86 TB
iCloud 47,389,820 10.347TB
Microsoft.Windows.Update 2,531,681 8.56TB
Apple.Services 26,520,674 8.17TB
SSL 14,195,594 5.57TB
Twitter 5,936,415 5.46TB
HTTP.BROWSER 21,889,666 493TB
Microsoft.Portal 26,227,039 3.497TB
Twitch 612,499 2.297TB
Amazon.CloudFront 645,944 2.027TB
Microsoft.365.Portal 746,179 1.947TB
Amazon.AWS 1,292,730 1.88TB
Riot.Games 846,815 1.77TB
OneDrive 1,004,774 1.737TB
Microsoft.SharePoint 2,180,406 1.60TB
Telegram 1,093,438 1.58 TB
HTTP.Download.Accelerator 140,481 1.45TB

Google.Cloud.Storage 375,702 1.387TB
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FIN-REG Security Analysis

. Top Applications by Bandwidth O 0 Top Applications by Sessions .

# Application Bandwidth Sent = Received # Application Sessions

1 HTTPS.BROWSER 70.68 GB 1 DNS 719,668
2 YouTube 39.38GB 2 HTTPS.BROWSER 560,342
3 Facebook 32.46 GB 3 SNMP 198,759
4 tep/21064 26.30GB 4 udp/5353 187,034
5 Netflix 16.25 GB 5 HTTP.BROWSER 149,177
6 SMB 15.86 GB 6 Microsoft.Portal 147,968
7 Microsoft. Windows.Update 13.46 GB 7 SSL 131,430
8 SSL 10.76 GB 8 HTTP 120,429
9 Microsoft.365.Portal 9.41GB 9 Endpoint Control Registration 114,615

10 Microsoft.Teams 7.48 GB 10 Microsoft.365.Portal 100,385
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Intrusions Detected :
. 0 O Events by Severity .

No matching log data for this report

® 93.83% Low (1095)
® 6.17% Info (72)




