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Internet Gateway Traffic
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Clients by SSID

Client Count By Association/Authentication | View Details OO0F—X
Associated | Authenticated

@SUT-SmartClassRoom = 1 _

Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | From:| 12/1/2025, 10:28 AM To: | 12/31/2025, 10:28 AM |SuraDoorlock = 10/
|SUT-Event = 6
Client Count |_@SUT-wifi-fix = 7|

——

|SUT-Weblogin = 0]
|

|edur’nam = 44|}
|SUT-Time = 151

|-'13I AIS SUPER WIiFi = SIUp

10,000

@SUT-Classroom = 642

|@SUT-Guest = 157
|AIS SMART Login = 851
|@SUT-10T = 164

@SUT-Wifi = 14,292

T T T T 1
Dec & Dec 12 Dec 18 Oec 24 Dec 30

[v| [ Associated Wireless Count  [v/] Associated Wired Count

® lGinuuw1us:zuU wireless gadgm 10,324 Au/3u
e iFJnutinus=uu wireless, AMgR 1,458 AU/IU

e (JiFJnutinus=uu wireless 103y 6,478 AU/3u
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SUT Gatway of IPS Report

Summary Intrusions By Types
Intrusions By Severity # Intrusion Type Counts
1 Anomaly 46,553
2 Permission/Privilege/Access Control 43,906
3 0S5 Command Injection 18,017
4 50L Injection 15,298
50.93% High (95583) 5 Code Injection 14,940
@ 19.91% Critical (37374) & Path Traversal 11,379
13.1% Medium (24596)
& 0.35% Info (650) 8 Other 5,231
9 DoS 3484
10 Information Disclosure 1,944
11 Malware 1,937
12 Buffer Errors 1,601
. . . . . . 13 Improper Authentication 1,064
Critical High and Medium Intrusions Timeline
14 Resource Management Errors B
M Critical
20K High
15K Medium
10K
5K -2
Ej A oy r, 4o £ A £ < & Ly A ":*/ " e
AN I A A VA VS VU VA VAN VLAY
il A o A i s A A i 4 A A A= vl el
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Intrusion Victims

# Artack Victim
1 203.158.3.42
202.28.42.36
11718127179
202.158.5.129
202.28.42.26
208.91.112.55
203.158.4.100
202.158.4.150
9 103.224.212.212
10 202.28.42.39
11 202.28.41.153
12 202.28.41.135
13101010110
14 202.28.41.142
15 203.158.2.201
16 203.158.2.111
17 203.158.2.204
18 192.168.90.60
19 203.158.7.5
20 202.28.42.23

e =~ O W B W R

Counts

Intrusion Victims

mCritical “High Medium Percent of Total Attacks

SUT Gatway of IPS Report

26,900 41.88%
1,755 12.07%
4961 7.72%
3,636 5.66%
3,249 5.06%
2,418 3.76%
2,330 3.63%
2,019 3.14%
1,462 2.28%
1,224 1.91%
1,083 1.69%

989 1.54%
906 1.41%
901 1.40%
818 1.27%
804 1.25%
733 1.14%
728 1.13%
682 1.06%
630 0.98%

Intrusion Sources

# Attack Source
1 27.74.251.56

45.154.98.124
79.124.40174
47.79.123.30
159.65.13.66
5.187.35.158
221.159.119.6
9 10.0.57.181

10 10.1.143.32

11 195.24.237.218
12 103.253.27.23
13 174.138.70.81
14 87.121.84.154
15 10.0.80.88

16 203.27.106.5
17 10.1.92.57

18 10.1.63.111

19 204.76.203.125
20 15.235.212.87

0 =~ v B W M

INntrusion Sources

193.142.147.209

Counts

mCritical ®High Medium Percent of Total Attacks

28,424 25.40%
18,180 16.25%
13,245 11.84%
11,986 10.71%
9,656 B.63%
5048 451%
3,216 2.87%
2,794 2.50%
2,251 2.01%
2,000 1.79%
1,990 1.78%
1,638 1.46%
1,589 1.42%
1,589 1.42%
1,582 1.41%
1,506 1.35%
1,464 1.31%
1,382 1.23%
1,285 1.15%
1,082 0.97%
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SUT Gatway of IPS Report

Intrusions Blocked

# Intrusion Mame Intrusion Type Severity Counts
| n‘t ru S i O n S B [O C |_< Q d 1 5§ wdp_flood Anomaly Critica 9,726
P 2 §p PHPUnit.Eval-stdin.P Code Injection Critical 5218
HP.Remote.Code_Executi
on
3 4§ Hikvision.Products.5 05 Command Injection  Critica 3,555

Ok WeblLanguage Tag.Co
mmand.Injection

4 5 Amadey Botnet Critical 2326

5 5 DISGPOMRemote.C 05 Command Injection  Critica 1,766
ode_Exacution

6 5§ WETGEAR.DGN1000.C Code Injection Critical 1,297

Gl.Unauthenticated Rem
ote.Code_Execution

7 5§ ASUS. Devices.apply.C Code Injection Critica 1,284
ommand.Injection

B i D-LinkDevices. HMAF. O5 Command Injection  Critical : 1,163
SOAPAction-Header. Com
mand_Execution

9 5 Bash.Function.Definit 05 Command Injection  Critica 747
ions.Remate.Code Execu
ticrn

10 5 Remote. CMD.Shall Malware Critical T45

11 5 FasterXML jackson-da Code Injection Critica 715
tabind.apache.xalan.Des
erialization

12 5§ OpenSSl Heartbleed. Information Disdosure  Critical 659
Attack

13 5 Babar Critica Sa4

14 g Linksys.DirecTV.WVE. Code Injection Critical 552

HTTP.Header Remote.Co
mmand. Execution

15 5 MEWindows HTTP.sy Buffer Errors Critica 521
5. Reguest Handling. Rem
ote.Code Execution

16 5y PTZIOptics.PT30 par Improper Authentication Critical 347
am.Authentication. Bypas

17 5 Citrix SD-WAN.Center 0% Command Injection  Critica 254
Lommand.Injection

18 g ApacheStruts.2.0GN Other Critical 234
L5Script.Injection

19 4y HTTP.URIJava.Code.l Code Injection Critica 230
njectian

208§ Java.Debug Wire Prot Permission/PrivilegefAcc Critical 210

ocol Insecure. Configurati ess Cantrol

on
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SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

ngh RISk ﬂpp“l:atiDHS Severity Threat Name Type CVE-ID Victim Source Count
udp_floo Anomaly 108 262 9,722
. — : & udp_flood |
Risk  Application Name Lategory Technology Mser Hytes >ession B & PHPUNItEval-stdin.PHP.Remote.Code.Execu Code Injection CVE-2017-9841 1,127 14 5214
B [FF Cloudflare.1.1.1.1.VPN 3 Proxy Client-Server 74 1.91GB 64,450 tion
5 | & XVPN 2 Proxy Client-Server 4 9.69 MB 21,070 a & Hikvision.Products.5DK.Weblanguage.Tag.C OS5 Command Injection CVE-2021-36260 1 2 3,555
d.Injecti
a8 Proxy.HTTP @ Proxy Network-Protocol 1,679 449.02MB 18,638 L L
) 5] & Amadey.Botnet 2 2 2,326
a # Hola.Unblocker 3 Proxy Client-Server 5 9.13 MB 4,626
. a & DZ5.GPON.Remote.Code.Execution 05 Command Injection CVE-2018-10561,C 797 1367 1,734
5 | B Google.Translate_Websites @ General.lnterest Browser-Based 989 1.16 GE 4278 VE-2018-10562
a 50CKS5 £ Proxy Network-Protocol 1 393.37KB 1,019 B $ ASUS.Devices.apply.Command.injection Code Injection CVE-2013- 315 1 1,284
5 | O Opera.VPN i3 Proxy Client-Server 4 2.08 MB 517 5948 CVE-2018-92
a Bitcoin.Cryptocurrency.Mine @ General.Interest Client-Server 2 2252MB 454 &=
r & MNETGEAR.DGM1000.CGlLUnauthenticated.Re Code Injection 747 1,118 1,256
. mote.Code.Execution
B O DotPN 8 Froxy Client-Server L 5146718 |48 & D-Link.Devices.HNAP.SOAPAction-Header.C 0S Command Injection  CVE-2015- 713 1,031 1,137
B & SkWPN A Proxy Client-Server 45 6559 MB 163 ommand.Execution 2051,CVE-2019-10
B @ Browsec © Proxy Client-Server 2 823.88KB 129 zzg‘é’zggjzaz;g
B B SuperVPN.Proxy.Proxy.Mas {3 Proxy Client-Server 1 2.74MB 113 3,IZ'VE-202¢33112
ter ,CVE-2025-63932
5 | @ VeePN.VPN i3 Proxy Client-Server 1 52051 KB 97 5] ® Bash.Function.Definitions.Remote.Code.Exe OS Command Injection CVE-2014- 34 5 747
8 Hexatech.VPN © Proxy Client-Server 9 32.88MB 80 cution 6271,CVE-2014-62
_ 77,CVE-2014-6278
5| L Touch.VPN A Proxy Client-Server 2 47933 KE &7 (CVE-2014-7169,C
a i@ Monero.Cryptocurrency.Min g General.Interest Client-Server 3 31.32 KB &1 VE-2014-7186,CVE
ar -2014-7187
B p SurfsharkVeN @ Proxy Client-Server 2 376.60KB 59 B % RemoteCMD.Shel slcbivad sl el s
. 5] & FasterXML jackson-databind.apache.xalan.D Code Injection CVE-2017- 30 1 715
5 ] #® TunnelBear 3 Proxy Client-Server 5 384.71KB 46 aserialization 7595 CVE-2020-35
5 | # Ethereum.Cryptocurrency.M @ General.Interest Client-Server 2 3.84 MB 46 728
iner
5 | ¥ ProtonVPN 4 Proxy Client-Server 3 20.76 KB 45




g Web Usage : Top Web Applications

Top Web Applications

Application

55L

YouTube

Instagram

Facebook

Apple.Store

iCloud

Google.Services

Netflix

HTTP.EROWSER

Twitter
HTTP.Download.Accelerator
Apple.Services

Garena
HTTP.Segmented.Download
Microsoft.Portal
Amazon.AWS

Microsoft. Windows.Update
Riot.Games

Twitch

Telegram
Microsoft.SharePoint
Maver.Line

Adobe.Web

Google.Photos
Microsoft.365.Portal

Sessions
249,801,994
29411260
JOBT5998
79,224,758
18,408,767
31,297,875
60,056,171
3,402,636
7,973,216
2,987,790
762,786
22,873,686
2,295429
572,257
18,379,883
1,859,272
639,002
1,429,639
340,169
836,119
1,522,449
6,558,487
3,793,491
162,792
88731512

n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

Bytes
115.27 TB
J8.B6TB
3119 TE
25317TB
14.08 TB
162 THB
6.79TB
6.77TB
5.85TB
534TB
405TB
3.85TB
3.52TB
298 TB
250TB
215TB
202TB
1.68TH
1.64TB
142 TB
1.22TB
1.18 TB
1.15TB
1.05TB
1.04TE
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions .

Top Applications by Bandwidth Top Applications by Sessions

# Application Bandwidth Sent | Received # Application Sessions

1 SSL 1.32 TB 1 S5L 9,578,377
2 Facebook 579.77 GB 2 DNS 8,779,315
3 YouTube 44797 GB 3 Proxy.HTTP 8,697,767
4 tcp/21064 282.54 GB 4 udp/5353 3,211,558
5 DneDrive 778.91 GB 5 Google Services 1,965,762
) WiﬂdCIWS.F"E.ShEIFiHE 241.03 GB & Microsoft.Portal 1,752,227
7 Google.Services 19481 GB 7 FHICEhDDk 1,232,777
8 SMB 187.06 GB 8 Microsoft.365.Portal 1,214,484
9 Adobe.Update 147.91 GB 9 SNMP 872,042

10 HTTP.BROWSER 775,839

10 Microsoft.Portal 145.50 GB
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected @ @ Events by Severity )

# Attack Mame Severity CVE-ID Counts

1 @ VMware.vCenter.CVE-2021 Critical CVE-2021-21985 5
-21985.Remote.Code.Executio
"

Intrusions Detected

Events by Severity

2 @ React.Server.Components. High CWE-2025-55182 44
react-flight.Remote.Code.Exec
ution
3@ High 23 @ 93.94% Low (11703)
HTTP.Header.5QL.Injection
4 @ malicious-url High ® 5985 Info (743
5 @ Kyocera.Printer.Address.B High CVE-2022-1026 0.06% Medium (8)
ook.Information.Disclosure ® 0.02% Critical (2)
6 @ Apache HTTP.Server.cgi-bi High CWE-2021-41773,CVE-20 1
n.Path.Traversal 21-42013
7 @ TCP.5plitHandshake Medium 93
8 # Apache.CamelXSLT.Comp Medium CWVE-2014-0002,CVE-202 8
onent XXE 5-6438
9 @ OpenSSL.DTLS.dtls1.buffer Medium CVE-2015-0206 3
record.Function.Do5
10 @ Apple.macOSs.D55tore.Acc Medium 2

ess.Information.Disclosure
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention @ @ Top Application Vulnerability Exploits Detected

High Risk Applications

Risk Application Name Category Technology User Bytes Session Top Application Vulnerability Exploits Detected
(5] #  Proxy HTTP i3 Proxy Metwork-Protocol 210,439 31.17 GB 376,244

- M Crvot Mi G L Client.S 5 596 MB 3267 Severity Threat Name Type CVE-ID Victim Source Count
© © MoneroCryptocurrency.Mi @ General.Interest Entoerver ' ! (57 % VMware.vCenter.CVE-2021-21985.Remote Permission/Privilege/Access CVE-2021-21985 5 1 5

ner .Code.Execution Control
© B Google.Translate Websites & General.Interest Browser-Based 37 24.01MB 244 ® ReactServer.Components.react-flight.Re Permission/Privilege/Access CVE-2025-55182 16 13 44
(5] Bitcoin.Cryptocurrency.Min @ General.Interest Client-Server ) 37071 KB 22 mote.Code.Execution Control

er @ HTTP.Header.SQL.Injection SQL Injection 1 1 23
(5 & Ethereum.Cryptocurrency. @ General.Interest Client-5erver 3 369.47KEB 14 % malicious-url 4 1

Miner & Kyocera.Printer.Address.Book.Informatio Information Disclosure CVE-2022-1026 5 1 5

& Chrome.Remote.Desktop ‘& Remote.Access Client-Server 17 22540 MB 16,983 n.Disclosure

i - 4 Apache HTTP.Server.cgi-bin.Path.Traversa Path Traversa -2021- : 1 1
@ BitTorrent & P2pP Peer-to-Peer 4 10.43MB 13,450 h b h Path T ! CVE-2021-41773, 1
#» AnyDesk & Remote.Access Client-Server 19 1.10GB 928 l CVE-2021-42013
. . . . ® TCP.Split.Handshak A [ 5 7 93
= Microsoft.Quick.Assist s Remote.Access Client-Server 53 29748 MB 549 ® bl mm.a!f'r o
_ - pache.Camel. XSLT.Component. ermission/Privilege/Access - - \
. ® ApacheC |.XSLT.C KXE P (Privilege/A CVE-2014-0002,C 5 2 8

& RDP i» Remote.Access Client-Server 22 419 GB 285 Contral VE-2025-6438

@ UltraViewer = Remote.Access Client-5erver 6 19315MB 213 & OpenSSL.DTLS.dtls1.buffer.record.Functio Buffer Errors CVE-2015-0206 2 1 3

B TeamViewer i» Remote.Access Client-5erver 1 6.60 MB 47 n.DoS

@ Apple.macO5.D55tore.Access. Information Information Disclosure 1
I f fo ion Discl 1 2

.Disclosure

@ FTP.Injection.Attack.Firewall.Bypass Code Injection 1 1 1
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FIN-REG Cyber Threat Assessment

Top Web Applications

L
Top Web Applications
Application Sessions Bytes
S5L 9,565,614 1.42TB
Facebook 1,210,318 580.48 GB
YouTube 246,873 449 46 GB
Proxy HTTP 8,656,826 306.59 GB
OneDrive 44 589 279.48 GB
Microsoft.Partal 1,730,124 160.95 GB
Adobe.Update 12,394 148.04 GB
Microsoft.SharePoint 91,839 145.71 GB
Microsoft.365.Portal 1,164,757 127.75 GB
Mawver.Line 621,624 121.93 GB
Google.Services 1,924,325 107.58 GB
Google.Services 6,521 597.76 GB
HTTP.Download. Accelerator 25,693 84.25 GB
Microsoft. Windows.Update 26,543 81.44 GB
TikTok 48,875 7797 GB
HTTP.Segmented.Download 32,929 7251 GB
Google.Photos 1,316 66.75 GB
Adobe Web 362,781 51.02 GB
HTTP.EROWSER 718,273 32.57 GB
Microsoft.Teams 303,210 2832 GB
Microsoft.Outlook 353,792 16.87 GB
Google. Accounts 254,581 1353 GB
Google.Docs 26,978 1242 GB
Zoom 24,679 11.82GB

Google.Play 203,151 143 GB
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