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Client Count By Association/Authentication | View Details OO0 — X Clients by SSID
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_@suT-wifi-fix = 2|-
SUT-Event = 1,
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SUT Gatway of IPS Report

Intrusions By Severity Intrusions By Types

# Intrusion Type Counts
1 Permission/Privilege/Access Control 90,941
2 Anomaly 74,569
) 3 50L Injecticn 31,760
58.41% High (182073} o
® 19.81% Low (61759) 4 Code Injection 42,601
® 16.17% Critical (50416) 5 Path Traversal 21,81
5.18% Medium (16136) _—
® 0.82% kifa (1318] & OS5 Command Injection 21,045
7 Other 9,091
g Malware 1,628
9 Dos 1,277
10 Information Disclosure 1,185
11 Improper Authentication 975
Critical High and Medium Intrusions Timeline 12 Buffer Errors 575
13 X55 271
M Critical 14 CSRF 4
B0K .
High
60K Medium
40K
20K
0 it
A ST . S SR RN ~ (R N~ - S A SO R -
KA, A, T S SR S SR S S S N S~
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SUT Gatway of IPS Report

Intrusion Victims INntrusion Sources

# Attack Victim Counts mCritical "High Medium Percent of Total Attacks # Attack Source Counts mCritical ®™High Medium Percent of Total Attacks
1 203.158.4.111 ! 56,185 40.62% 1 195.3.222.78 58,048 31.08%
2 202.28.42.36 ! 35,458 25.63% 2 7912440174 I— 32,942 17.64%
3 1178127179 17,730 12.82% 3 BZ2.23.183.133 29,001 15.53%
4 203.158.5.129 — 9,542 6.90% 4 95.214.55.246 15,049 8.06%
5 208.91.112.55 - 3,608 2.61% 5 10.1.143.32 9,811 5.25%
6 203.158.3.44 I 1,956 1.41% & 10.0.80.88 7,525 4.03%
7 192.168.90.70 ! 1,915 1.38% 7 69.166.230.131 - 5,067 2.71%
8 203.158.7.82 n 1,703 1.23% 8 5.61.209.92 - 4,391 2.35%
9 103.224.212.12 1,556 1.12% 9 10.0.57.181 - 3372 1.81%
10 192.168.90.60 I 1,247 0.90% 10 5.183.209.196 | 2,879 1.54%
11 202.28.41.135 n 1,217 0.88% 11 221.159.119.6 2,735 1.46%
12 49.228.131.165 n 975 0.70% 12 51.79.137.110 2,718 1.46%
13 203.158.4.150 ! 897 0.65% 13 143.110.192.43 1,855 0.99%
14 202.28.42.39 - 825 0.60% 14 120.245.128.166 I 1,802 0.97%
15 202.28.42.25 ! 681 D.49% 15 104.248.74.23 1,763 0.94%
16 10.1.210.101 i 661 0.48% 16 5.187.35.158 = 1,678 0.90%
17 203.158.3.33 ! 643 0.46% 17 51.79137.237 1,587 0.85%
18 203.158.2.112 I 559 0.40% 18 10.1.92.57 1,556 0.83%
19 203.158.7.23 : 491 0.35% 19 81.17.16.178 1,524 0.82%
20 202.28.42.23 : 485 0.35% 20 168.107.59.85 i 1,478 0.79%
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SUT Gatway of IPS Report

# Imtrusion Mame Intrusion Type Sewverity Counts
. 1 5§ PHPUnitEval-stdin.P Code Injection Critica 14,330
INntrusions Blocked HP Remote. Code.Execut
@ on
2 4§ Hikvision.Products.S O5Command Injection  Critical 89416

Dk WeblLanguage Tag.Co

mmand.Injection
3 4 udp_flood Anomaly Critica 4,839
4 5§ Amadey.Botnet Critical 3372
5 5% Bladabindi.Botnet Critica 2,076
B §§ Atlassian.Confluence. Permission/PrivilegefAcc Critical 1,340
CVE-2021-26084 Rermote ess Control
Code Execution
7 5 NETGEAR.DGN1000.C Code Injection Critica 1,337

Gl.Unauthenticated Rem
ote.Code Exacution

8 i DISGPOM.Remote.C O5 Command Injection  Critical 1313
ode_Execution

9 4§ D-Link.Devices. HMAF. 05 Cormmand Injection  Critica 1271
SDAPAction-Header.Com
mand.Execution

10 5§ tcp_syn_flood Anomaly Critical 1,070
11 g GhistRatBotnet Critica 1,042
12 5 WIFICAM.P2P.GoAhe Code Injection Critical G094
ad.Multiple. Remote.Cod
e Execution
12 5§ njRAT.Botnet Critica 975
14 59 OpenSSl.Heartbleed. Information Disdosure  Critical 537
Attack
15 4§ ThinkPHP.Contraller. Code Injection Critica 47

Parameter Remote.Code
Execution

16 5y PTZOptics FT30 par Improper Authentication Critical 445
am.Authentication.Bypas

17 5 Adobe.ColdFusion.To Permission/PrivilegefAcc Critica 426
TemplateProxy.Insecure. ess Contro
Deserialization

18 5§ FasterxML jackson-da Code Injection Critical 319
tabind.apache_xalan.Das
erialization

19 5 HTTP.URI Java.Expres Code Injection Critica 282
sionLanguage.Code.Inje
coon

20 5§ Babar
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SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

Severity Threat Mame Type CVE-ID Victim  Source Count
(5 | % PHPUnitEval-stdin PHP.Remote.Code.Execu Code Injection CVE-2017-9B41 1,127 33 14,313
tion
5 | % Hikvision.Products.SDK.Weblanguage Tag.C 05 Command Injection COVE-2021-36260 5 6 9414
- - - . ommand.Injection
H Igh RISH App | ":atl |::| rl 5 a # udp_fiood Anomaly S0 164 4,831
(5 | ¥ Amadey Botnet 1 1 3an
B % Bladabindi.Botnet 931 443 2,072
(5 | @ Atlassian.Confluence CVE-2021-26084.Rermo  Permission/Privilege/Access CVE-2021-26084 72 3 1240
: Control
N O m E[Eh | ng Iﬂg 'I:latEI .I'.'D r th I G r'EFI'DIT (5 | % MNETGEAR.DGMN1000.CGLUnauthenticated Re Code Injection 709 1040 1,192
mate, Code. Execution
(5 | % DZIS.GPON.Remote.Code Execution 05 Command Injection CVE-2018-10561,C 701 985 1,145
VE-2018-10562
a # D-Link Devices HNAP.S0APAction-Header.C 05 Command Injection COVE-2015- TO8 989 1,113
omm 2051,0V/E-2018-10
891,CVE-2022-370
56,CVE-2023-3572
3,CVE-2024-33112
LOVE-2025-63932
B @ tcp_syn_flood Anomaly 246 262 1,059
(5 | @ WIFICAM.P2P.GoAhead Multiple.Remote.Co  Code Injection CVE-2017- & 12 954
de Execution B221,0OVE-2017-82
23,CVE-2017-8225
LVE-2017-18377
[5 ] @ njRAT.Botnet 1 1 975
(5 | % GChistRat Botnet 797 424 B&2
5 | % OpenSSL.Heartbleed Attack Information Disclosure OVE-2014-0160 23 13 526
[5 ] #® ThinkPHP.Controller. Parameter.Remote.Cod Code Injection CWE-2019- e 17 468
e.Execution 90B2,0VE-2018-20
062
5 | @ FTZOptics. FT30 param.Authentication.Byp Improper Authentication CVE-2024-8956 150 13 431
ass
B @ Adobe ColdFusion ToTemplateProxy.Insecur Permission/PrivilegefAccess CVE-2023-26360 69 1 426
5 Contro
B @ FasterXML jackson-databind.apachexalan.D Code Injection CVE-2017- 8 2 QL
eserialization 7525,0VE-2020-35
728
a % HTTP.URL|ava. Bxpression.Language.Code.nj Code Injection CVE-2021-22053,C T 2 282
ection VE-2022-
26134,CVE-2025-2
7636
5 | § Babar 1 1 278
(5 | % Adobe ColdFusion.CVE-2023-38203.Insecure Code Injection CVE-2023-3B203 T 2 272
Deserialization
(5 | # Java.Debug Wire Protocol Insecure.Configur  Permission/PrivilegefAccess OVE-2017-6639 81 102 234
atior Control
(5 | % dataTaker DTED.Credentials.Disdosure Improper Authentication  OVE-2017-11165 77 2 184
B @ Atlassian.Confluence Widget Connector.mac Path Traversal CVE-2019-33%6 72 3 182
ro.Path.Traversa
(5 | @ MSWindows HTTP.sys Request Handling.Re Buffer Errors CVE-2015-1635 51 22 157

mate. Code. Execution
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V\Ieb Usage : Top Web Applications

Top Web Applications

Mo matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions .

# Application Bandwidth Sent = Received # Application Sessions

1 ssL 1.19TB 1 DNS 7,618,177
2 Facebook 527.56 GB 2 S5L 5,894,605
3 YouTube 413.71 GB 3 udp/5353 3,137,369
4 tcp/21064 283.03 GB 4 Google.Services 1,782,519
5 Windows.File.5Sharing 231.65 GB 5 SNMP 1,503,971
& SMB 178.90 GB & Microsoft.Portal 1.427.110
7 Microsoft.SharePoint 128.44 GB 7 Facebook 1,208,106
8 Google.Services 125.31 GB 8 Microsoft.365.Portal 1,065,204
9 TikTok 88.36 GB 9 HTTP.EROWSER 1,061,359

10 Microsoft.365.Portal 72.72 GB 10 HTTP 643,057
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Attack Name Severity
@ Ruijie.RG-UAC.nmc_sync.p Critical
hp.Command.Injection

® VMware.vCenter.CVE-2021 Critical
-21985.Remote.Code. Executio

"

@ Belkin.Play.Max.55ID.Com Critical
mand.Injection

@ Gladinet.CentreStack.Hard Critical
coded_Keys_Arbitrary.File.Inclu

sion

@ React.Server.Components. High
react-flight.Remote.Code.Exec

ution

@ Kyocera.Printer.Address.B High
ook.Information.Disclosure

@ Optilink.GPON.Devices.for High
mTracert.Remote.Command.
Execution

@ IvantivTM.wizard.fcgi. Auth High
entication.Bypass

@ malicious-url High

@ Apache HTTP.Server.cgi-bi High
n.Path.Traversal

Intrusions Detected @ @ Events by Severity

CVE-ID
CVE-2023-7304

CVE-2021-21985

CVE-2012-2765

CVE-2025-14611

CVE-2025-55182

CVE-2022-1026

CVE-2025-34049

CVE-2024-75593

CVE-2021-41773,CVE-20
21-42013

Counts

16

16

10

Events by Severity

B 9407% Low (11698)
B 5B5% Infa(728)
0.05% Medivm [4)

® 0.02% Critical (3)
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention @ @ Top Application Vulnerability Exploits Detected

High Risk Applications

High Risk Applications Top Application Vulnerability Exploits Detected

Risk Application Name Category Technology User Bytes Session Severity Threat Name Type CVE-ID VichanT Baincal Baiss
© @ ProxyHTTP © Proxy Network-Protocol 679 30.39MB 1411 © @ Ruiie.RG-UAC.nmc_sync.php.Command.] OSCommand Injection  CVE-2023-7304 7 3 16
© By Google.Translate_Websites @ General.Interest Browser-Based 44 2080ME 235 njection
© @ SOCKs4 & Proxy Network-Protocol 29 21.35KB 50 o ® VMware.vCenter.CVE-2021-21985.Remote Permission/Privilege/Access CVE-2021-21985 7 3 9
(57 A SOCKSSs 3 Proxy MNetwork-Protocol 15 15.70 KB 32 .Code.Execution Control
(57 Bitcoin.Cryptocurrency.Min @ General.Interest Client-Server 9 366.81 KE 29 (5 @ Belkin.Play.Max.SSID.Command.Injection Code Injection CVE-2012-2765 7 1 7
er (53 #® Gladinet.CentreStack.Hardcoded.Keys.Ar Permission/Privilege/Access CVE-2025-14611 1 1 1
(5] 4 Ethereum.Cryptocurrency. @ General.Interest Client-Server 3 603.00 KE 20 bitrary.File.Inclusion Control
Miner #® React.Server.Components.react-flight.Re Permission/Privilege/Access CVE-2025-55182 15 1 16
© @ Monero.Cryptocurrency.Mi @ General.Interest Client-5erver 8 11.37 KB 12 mote.Code.Execution Control
ner ) @ Kyocera.Printer.Address.Book.Informatio Information Disclosure CVE-2022-1026 6 2 10
& Chrome.Remote.Desktop % RemoteAccess Client-Server B 21416 MBE 18,512 n.Disclosure
% RDP in Remote.Access Client-5erver 56 2.05 GB 470 ® vantivTM.wizard.fcgi.Authentication.Byp Permission/Privilege/Access CVE-2024-7593 7 3 8
= Microsoft.Quick. Assist i» Remote.Access Client-Server 34 181.93 B 322 ass Control
» AnyDesk & Remote.Access Client-Server g 22775 MB 206 ) #® Optilink. GPON.Devices.formTracert.Remo Permission/Privilege/Access CVE-2025-34049 7 3 8
@ UltraViewer i Remote.Access Client-Server B 14032 MB 181 te.Command.Execution Control
Eg TeamViewer i Remote.Access Client-Server 1 573 MB 71 ® malicious-url - 1 4
Bitcoin @ P2P Client-Server Peer-to-Pe 25 §.55 KB 21 @ Apache HTTP.Server.cgi-bin.Path.Traversa Path Traversal CVE-2021-41773, 2 2 2
ar l CVE-2021-42013
@ Adobe.ColdFusion.PMSGenericServlet.Inf Information Disclosure CVE-2024-20767 2 1 2
ormation.Disclosure
@ TCP.Split.Handshake Anomaly 2 1 12
@ Apache.Camel. XSLT.Component.XXE Permission/Privilege/Access CVE-2014-0002,C 6 3 12
Control VE-2025-6438
@ Apple.macOS.DSStore.Access.Information Information Disclosure 2 1 10

.Disclosure
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FIN-REG Cyber Threat Assessment

g Top Web Applications

Application Sessions Bytes

SSL 5,877,711 1.22TB
Facebook 1,188,554 528.13GB
YouTube 199,145 414.97 GB
Microsoft.SharePoint 75,240 128.88 GB
TikTok 50,401 88.55 GB
Google.Services 1,763,375 8527 GB
Microsoft.365.Portal 1,043,668 79.05 GB
Naver.Line 578,824 B5.37 GB
Microsoft. Windows.Update 15,227 58.62 GB
Adobe.Update 8,843 56.57 GB
Google.Services 3,734 4883 GB
Netflix 11,495 47.65 GB
Microsoft.Portal 1,415,216 46,93 GB
HTTP.Download.Accelerator 9,612 38.95 GB
HTTP.BROWSER 995,820 3530 GB
HTTP.Segmented.Download 11,974 33.55GB
OneDrive 42,007 30.62 GB
Adobe Web 296,387 19.52 GB
Microsoft. Outlook 355,003 1347 GB
Microsoft. Teams 229908 B8.79 GB
Google.Docs 28,713 8.60 GB
Microsoft Authentication 272,601 7.66 GB
Google Accounts 288,782 7.28 GB
Apple.iPhone 74,436 6.37 GB
Microsoft.Loop 190,719 6.01 GB
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