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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)

Link to UNINET (Domestic 10Gbps)
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Ot 538.8 Mb/s (3.4%) 227.6 Mb/s (2.3%) 306.2 Mb/'s (3.1%) Out 515.4 Mb/s (5.2%)

"Monthly' Graph (2 Hour Average)
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Client Count By Association/Authentication | View Details

Associated | Authenticated

Zoom: Th | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | From:| 2/1/2026, 12:00 AM To:| 2/28/2026, 11:59 PM
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SUT-Event =1

SuraDoorlock = 10

SUT-Weblogin = 37
SUT-Time = 156

edurcam = 66

@ AIS SUPER WiFi = 323

@SUT-Classroom = 430

AIS SMART Login = 825
@SUT-Guest = 183
@sSUT-IoT = 191

@SUT-Wifi = 12,833
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n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Summary Intrusions By Types
Intrusions By Severity Al Dol
1 Permission/PrivilegefAccess Control 78,962
2 Anomaly 66,923
3 Path Traversal 27,522
4 Code Injection 19,196
60.45% High (155832) 5 0S5 Command Injection 11,012
@ 20.06% Low (51723) & Other 8,595
@ 13.67% Critical (35245)
4.05% Medium (10438) 7 Malware 5,618
@ 1.77% Info (4550) 8 DoS 2,882
9 SQL Injection 2,089
10 X55 592
11 Improper Authentication 528
12 Buffer Errors 501
Critical High and Medium Intrusions Timeline 13| Informetion Disclosure 330
M Critical
40K
High
30K Medium
20K
10K
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n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Intrusion Victims INntrusion Sources

°
# Attack Victim Counts mCritical ®High Medium Percent of Total Attacks # Attack Source Counts mCritical mHigh Medium Percent of Total Attacks
1 117182779 11,987 25.04% 1 87.120.191.67 37,249 25.20%
2 208.91.112.55 L 11,173 23.34% 2 79.124.40.174 ] 28,379 19.20%
3 203.158.5.129 — 3,263 6.82% 3 176.65.132.94 27,119 18.35%
4 203.158.3.15 ! 3,153 6.59% 4 10.15.0.164 10,550 7.14%
5 202.28.42.38  — 2,730 5.70% 5 10.1.143.32 7,067 4.78%
b 202.2842.36 : 2,684 5.61% b 7812811274 6,717 4.54%
7 202.28.42.23 . 2,149 4.49% 7 39.194.1.198 - B, 094 4.12%
8 2032.158.4.150 - 2,062 4.31% 2 10.0.80.88 4,836 3.27%
9 49.228.131.165 — 1,358 2.84% 9 221.159.119.6 2,711 1.83%
10 203.158.7.71 - 1,262 2.64% 10 1932.32.162.32 - 2,571 1.74%
11 202.28.41.161 - 949 1.98% 11 5.61.209.92 [ 2,454 1.66%
12 202.28.42.26 u 817 1.71% 12 172.236.138.177 - 2,033 1.38%
13 203.158.4.100 ! 652 1.36% 13 131.159.24.205 1,721 1.16%
14 102.224.212.212 601 1.26% 14 64.89.160.35 1,377 0.93%
15 202.28.42.25 ! 582 1.22% 15 64.89.160.33 1,376 0.93%
16 202.26.42.40 ! 575 1.20% 16 10.1.62.193 - 1,358 0.92%
17 202.28.41.142 - 483 1.01% 17 10.0.53.36 L 1,117 0.76%
18 202.28.42.29 ! 477 1.00% 18 185.93.89.75 = 1,047 0.71%
19 202.28.41.143 - 459 0.96% 19 176.65.1359.36 1,032 0.70%
20 203.158.3.43 ! 453 0.95% 20 51.79.137.237 987 0.67%




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts
1 5§ PHPUnitEval-stdin.P Code Injection Critica 13,236
| nt ru S | O n S B [O C RQ d I-.F.Ee.r":.:'.e.I.':;-:i:-!.En-!-:.l.li
° an
2 5y udp_flood Anomaly Critical 4,296
3 i Hikvision.Products.5 05 Command Injection  Critica 3,149

DK Weblanguage Tag.Ca
mmand.Injection

4 5 DIS.GPOM.Remote.l 0% Command Injection Critical 2,229
gde Execution

5 5§ WordPress HTTP.Pat Path Traversal Critica 1,542
h.Traversal
& §g D-Link Devices. HNAFP. 0% Command Injection  Critical 1,385

SDAPAction-Header.Com
mand_Execution
7 5 NETGEAR.DGN1000.C Code Injection Critica 1379
Gl.Unauthenticated.Ream
ote.Code_Execution

B 5 njRAT.Botnet Critical 1358

9 5§ Amadey.Botmet Critica 1,117

10 5% ThinkPHP.Controller. Code Injection Critical 445
Parameter . Remote. Code

[Execution

11 g D-Link DN5-343 Mail_ 0% Command Injection  Critica 436
Test.Command.Injection
12 g WIFICAM.F2P.GoAhe Code Injection Critical 350

ad.Multiple. Remote.Cod
e.Execution

13 59 JavaDebugWire.Prot Permission/PrivilegefAcc Critica 312
gcol Insecure. Configurati ess Contro
on

14 4y FasterXML jackson-da Code Injection Critical 308

tabind.apache.xalan.Des
erialization

15 59 PTZOptics PFT30M par Improper Authentication Critica 275
am.Authentication Bypas

165 Blueimp.jQuery.File.U Permission/PrivilegefAcc Critical 243
Widget Arbitrary.Fi ess Cantrol
le_Upload

17 59 Citrin SD-WAN.Center 05 Command Injection  Critica 220
Lommand.Injection

18 5 Apache.logdjErrorl Permission/PrivilegefAcc Critical 220
og. Remote Code.Executi ess Control
on

19 59 Realtek SDE.UDPSery 0% Command Injection  Critica 129
er.Command.Execution

20 5 MS.Windows HTTP.sy Buffer Errors Critical a9

s.Request Handling Rem
ote.Code. Execution




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

Severity Threat Name Type CVE-ID Victim Source Count
i i i : a & PHPURit.Eval-stdin.PHP.Remote.Code.Execu Code Injection CVE-2017-9841 1,127 2% 10,350
High Risk Applications ol
udp_floo noma .
5] $ udp_flood Anomaly 55 132 3,182
a8 # DZ5.GPON.Remote.Code.Execution 05 Command Injection CVE-2018-10561,C 987 793 2477
: : VE-2018-10562
Mo matching log data for this report - o
a & Hikvision.Products SDK.WeblLanguage.Tag.C OS5 Command Injection CVE-2021-36260 & 4 1,964
ommand.lnjection
5 | & D-Link.DN5-343.Mail_Test.Command.Injectio OS Command Injection CVE-2018-25120 827 1 827
n
a & D-Link.Devices.HNAP.SOAPAction-Header.C 05 Command Injection CVE-2015- 565 739 B21
ommand.Execution 2051,CVE-2019-10

891,CVE-2022-370
56,CVE-2023-3572
3,CVE-2024-33112
JVE-2025-63932

a @ NETGEAR.DGN1000.CGlLUnauthenticated.Re Code Injection 581 714 798
mote.Code.Execution
a & Amadey.Botnet 1 1 551
a & njRAT.Botnet 1 1 452
a & ThinkPHP.Controller.Parameter.Remote.Cod Code Injection CVE-2019- 347 20 483
e.Execution 9082, CVE-2018-20
062
a & FasterXML. jackson-databind.apache.xalan.D Code Injection CWE-2017- 9 1 328
eserialization 7525,CVE-2020-35
728
a8 # Blueimp jQuery.File.Upload Widget.Arbitrary Permission/Privilege/Access CVE-2018-9206 12 9 219
File.Upload Control

& Java.Debug Wire.Protocol.Insecure.Configur Permission/Privilege/Access CVE-2017-6639 78
ation Control
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Application

YouTube

55L

TikTok

Instagram

Facebook

Apple.Store

Apple.Services

iCloud

Google.Services

Metflix

Microsoft. Windows.Update
Twitter

Garena

Riot.Games
HTTP.EROWSER
HTTP.Segmented.Download
HTTP.Download.Accelerator
Google.Services
Adobe.Update

Maver.Line
Microsoft.Portal

Telegram
HoYoverse.Genshin.Impact
HTTPS

Twitch

g Web Usage : Top Web Applications

Sessions
25,769,079

136,354,828

90,028,291
70,236,172
75,414.915
18,796,925
20,587,866
30,855,463
58,708,559
3,372,290
1,142916
2,661,981
1,793,282
1,489,158
11,995,634
279,736
306,922
2,277,637
/6,826
6,355,351
15,519,066
125,997
26,757
216,073,501
237,896

Bytes

71.21 TB
60.63 TB
48.65TB
37.71 TB
26.13TB
11.51TE
9.16 TB
8.87 TB
7.327TB
6.24 TB
548TB
433 TB
293 7B
2B847TB
2.727TB
1.87 TB
1.84TB
1.57 TB
143 TB
140 TB
1.24TB
1.21 TB
1.18TB
1.16 TB
1.01 TB
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions .

# Application Bandwidth Sent | Received # Application Sessions

1 SSL 597.22 GB 1 DNS 5,217,869
2 Facebook 369.59 GB 2 SSL 3,662,136
3 YouTube 321.19GB 3 SNMP 1,381,396
4 tcp/21064 144.39 GB 4 udp/5353 1,274,254
5 Windows.File.Sharing 124.59 GB 5 Google.Services 1,219,389
& SMEB 92.85GB & Microsoft.Portal 975,397
7 Adobe.Update 85.98 GB 7 Microsoft.365.Portal 808,260
8 Google.Services 89.13 GB 8 HTTP.BEROWSER 779,042
9 Microsoft.365.Portal 62.41 GB 9 Facebook 741,392

10 Microsoft. Windows.Update 57.94 GB 10 Naver.Line 386,816
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity )

# Attack Name Severity CVE-ID Counts Events b}' Severi t}"
1 4 Apache.HTTP.Server.cgi-bi High CVE-2021-41773,CVE-20 10
n.Path.Traversal 21-42013
2 i Optilink.GPON.Devices.for High CVE-2025-34049 2
mTracert.Remote.Command.E
¥ecution
3 @ TCP.Split.Handshake Medium 7 & 92565 Low (6129
4 @ Apache.CamelXSLT.Comp Medium CVE-2014-0002,CVE-202 2
onent.XXE 5-6438 ® SATK Info {129

@ 0.42% Critical (28]

0.24% Medium [17]




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet
da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention @ @ Top Application Vulnerability Exploits Detected

High Risk Applications

Risk Application Name Category Technology User Bytes Session

Severity Threat Name Type CVE-ID Victim Source Count

© @ ProxyHTTP £ Proxy Network-Protocol 107 531TMB - 226 ® Apache HTTP.Server.cgi-bin.Path.Traversa Path Traversal CVE-2021-41773, 7 3 10
© B Google.Translate_Websites @ General.Interest Browser-Based 39 1833 MEB 199 | CVE-2021-42013
6 | 5S0CKs54 £ Proxy Network-Protocol 1 456 B 1 ® Optilink.GPON.DevicesformTracert.Remo Permission/Privilege/Access CVE-2025-34049 2 1 2

& Chrome.Remote.Desktop ‘& Remote.Access Client-Server 5 11491 MB 8,850 te.Command.Execution Control

* AnyDesk 4 Remote.Access Client-Server 8 1.71 GB 403 & TCP.Split.Handshake Anomaly 2 2 7

% RDP s Remote.Access Client-Server 14 2.46 GB 267 @ Apache.Camel XSLT.Component.XXE Permission/Privilege/Access CVE-2014-0002,C 1 2

@ Microsoft.Quick.Assist % Remote Access Client-Server 24 93.06 MB 177 Control VE-2025-6438

@ UltraViewer i» Remote.Access Client-Server 4 5.24 MB 52

B TeamViewer s Remote.Access Client-Server 1 3.33 MB 29

Bitcoin B P2P Client-Server,Peer-to-Pe 1 456 B 1
er
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

g Top Web Applications

Application Sessions Bytes

SSL 3,652,464 634.21 GB
Facebook 730,577 370.33GB
YouTube 136,256 32251 GB
Adobe.Update 6,817 50.06 GB
Google.Services 1,203,697 E£1.99 GB
Microsoft.365.Portal 777,963 61.02 GB
Microsoft. Windows.Update 25428 56.59 GB
Microsoft.SharePoint 52,386 52.77 GB
Maver.Line 385,987 51.16 GB
TikTok 26,536 48.07 GB
Google.Services 3,698 3463 GB
Adobe.Web 231,241 3448 GB
OneDrive 32,184 33.02GB
Microsoft.Portal 966,481 26.56 GB
HTTP.BROWSER 744,778 2452 GB
MNetflix 4,369 15.90 GB
HTTP.Download.Accelerator 7 687 1549 GB
Instagram 4,231 11.80 GB
HTTP.Segmented.Download 11,058 11.38GB
Microsoft.365.Portal 22,294 8.51 GB
Google.Docs 19,951 8.44 GB
Microsoft. Outlook 2282711 8.37 GB
Google Accounts 183,149 6.67 GB
Microsoft.Authentication 189,654 5.37 GB

Microsoft.Loop 140,687 4.86 GB
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