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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)
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Link to UNINET (Domestic 10Gbps)
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Client Count By Association/Authentication | view Details 00T —X
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Summary

Intrusions By Severity

Critical High and Medium Intrusions Timeline

75K
GOK
45K
30K

15K

62.15% High (269802)
® 14.91% Low (B4720)
@ 11.97% Critical (51965)
9.12% Medium (39600)
& 1.85% Info (BO3Z)

SUT Gatway of IPS Report

Intrusions By Types

EH

Intrusion Type

SQL Injection

Anomaly
Permission/Privilege/Access Control
Path Traversal

05 Command Injection

X55

Code Injection

0 = o L B W k=

Malware

9 Other

10 Do5S

11 Information Disclosure

12 Improper Authentication

13 Buffer Errors

14 Resource Management Errors

15 CSRF
B Critical

High

Medium

105,846

78,544
53,043
41,337
22,982
20,893
20,586
19,991
11,302
11,061
1,030
566
555

6

3
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SUT Gatway of IPS Report

Intrusion Victims INntrusion Sources

# Attack Victim Counts mCritical "High Medium Percent of Total Attacks # Attack Source Counts mCritical "High = Medium Percent of Total Attacks
1 203.158.1.24 m 41,095 19.86% 1 91.83.0.155 ' 05,343 22.70%
2 202.28.42.323 1 35,305 17.06% 2 43.152.238.216 i 40,851 14.19%
3 202.28.42.36 ! 25672 12.41% 3 45.205.1.20 38,107 13.24%
4 117.18.127.179 16,699 B.07% 4 103.176.152.50 I 37,288 12.96%
5 203.158.5.129 I— 12,597 6.09% 5 7912440174 I 33,055 11.48%
6 202.28.42.26 i 8,903 4.30% 6 5.61.209.107 — 12,244 4.25%
7 202284238 ! 8,325 4.02% 7 1038237106 10,630 3.69%
g 64.89.161.178 I— 8,187 3.96% 8 10.1.85.92 E— 8,205 2.85%
9 202.28.42.25 ! 8,179 3.95% 9 10.1.143.32 7,657 2.66%
10 203.158.3.4 I 7,898 3.82% 10 10.1.173.157 5,957 2.07%
11 202.28.42.410) I B,389 3.09% 11 183.81.169.235 3,618 1.26%
12 202.28.42.55 I 5,663 2.74% 12 221.159.119.6 3,251 1.13%
13 203.158.3.15 ! 4513 2.18% 13 359.194.3.56 3,095 1.08%
14 203.158.4.100 I 4,107 1.99% 14 10.1.75.110 2,967 1.03%
15 202.28.42.56 I 3,246 1.57% 15 17064178175 I 2,943 1.02%
16 202.28.42.24 I 2,966 1.43% 16 193.32.162.28 2,783 0.97%
17 203.158.7.71 I 2,138 1.03% 17 199,231.189.181 i 2,743 0.95%
18 103.224.212.212 1,971 0.95% 18 10.1.149.213 2,521 0.88%
19 203.158.7.5 I 1,615 0.78% 19 10.0.196.78 2,514 0.87%
20 203.158.4.150 I 1,424 0.69% 20 10.0.49.53 2,057 0.71%
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SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Sewverity Counts
' 1 5 PHPUnitEval-stdin.F Code Injection Critica 13,920
INntrusions Blocked HP Remote.Code.Executs
@ on
2 §p Hikvision.Products.S OS5 Command Injection  Critical 12470

DE_wWeblLanguage Tag.Co
mmand.Injection

3 5§ Tofsee Critica 8,205
4 5§ udp_flood Anomaly Critical 3347
5 5 D-link Devices HMAP. 0% Command Injection  Critica 1,816

SOaPAction-Header.Com
mand.Execution

6 §p DISGPON.Remote.C O5Command Injection  Critical 1812
ode.Execution
7 4§ NETGEAR.DGM1000.C Code Injection Critica 1,795

Gl.Unauthenticated . Rem
ote. Code Execution

8 5§ Amadey Botnet Critical 1,247
9 5§ njRAT.Botnet Critica 1,155
10 5 Babar Critical 863
11 5 FSBIG-IPiControlRE Permission/PrivilegefAcc Critica 474

ST.Authentication Bypas ess Contro
12 5 PTZOptics PTI0X par  Improper Authentication Critical 3gz
am.Authentication. Bypas

13 5 Linksys.DirecTVWVE. Code Injection Critica 263
HTTPF.Header.Remote.Co

mmand. Execution

14 §g Bash.Function.Definit O5 Command Injection  Critical 257
ions. Remate.Code. Execu
ticin

155§ Apache Logdj.Error.l Permission/PrivilegefAcc Critica 24
oz Remote.Code Executi ess Contro
on

16 5 HytecInter HWL-251 05 Command Injection  Critical 182

1-55.popencgi.Comman
d.Injection

17 5 Java.Debug.Wire Prot Permission/PrivilegefAcc Critica 181
ool Insecure. Configurati ess Contro

on
185§ Remote.CMD.Shell  Malware Critical 155
195§ Bladabindi.Botnet Critica 158
20 5 Spring. Framework.Se Permission/PrivilegefAcc Critical 154

rializationltils.Insecure. ess Control
Deserialization
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SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

Leverity Threat Mame Typea CWE-IDy Victim Source Count
. . . . Hikvision.Products. SDE.WeblLanguage Tag.C 05 Command Injection CVE-2021-36260 51 6 10,050
High Risk Applications o Pmendinecton
5 | @ PHPUnItEval-stdin.PHP.Remote.Code.Execu Code Injection CVE- 2783841 1,128 7 9,185
tion
5 | @ Tofsee 1 1 3853
Mo matching log data for this report B % udpflood Anomaly s 74 247
5 | @ nNiRAT.Botnet 1 1 1,064
5 | i D-Link Devices HNAP S0APAction-Header C 05 Command Injection CWE-2015- ] 89 1.0
ommand. Execution 2051,06E-2019-10

891, CVE-2022-370
56,CWE-2023-3572
3CVE-2024-33112
JOVE-2025-63932

5 | @ DZ5.GPOMN.Remote Code Execution 0% Command Injection OWVE-2018-10561,C 638 BES a74
VE-2018-10562

5 | @ Amadey Botnet 2 1 D54

5 | % NETGEAR.DGM1000.CGlUnauthenticated Re Code Injection 635 B6E 953
mate. Code. Execution

B @ Babar 1 1 863

5 | @ F5.BIG-PiControl REST. Authentication.Bypa Permission/Privilege/Access OVE-2022-1388 232 29 N7
55 Contro

5 | @ Linksys.DirecTV.WVB.HTTF.Header.Remote. Code Injection CVE-2017-17411 1 1 263
Command. Execution

5 | # FTZOptics. PT30¥ param.Authentication Byp Improper Authentication  CVE-2024-8956 100 10 225
ass

B @ Hytecinter. HWL-2511-55. popen.cgi.Comma 05 Command Injection CWE-2022-36553 37 1 180

nd.Injection
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V\Ieb Usage : Top Web Applications

Top Web Applications

Mo matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions

Top Applications by Bandwidth Top Applications by Sessions

Mo matching log data for this report

Mo matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity

Intrusions Detected Events by Severity

Mo matching log data for this report Mo matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention ‘ ‘ Top Application Vulnerability Exploits Detected
High Risk Applications

High Risk Applications Top Application Vulnerability Exploits Detected

No matching log data for this report No matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Top Web Applications

Top Web Applications

Mo matching log data for this report
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