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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)

4.4
3.3 G
2.2 6

1.1 6

Bits per Zecond

0.0 G

SMyJUN1STEJIuS=UULASaUY

Link to UNINET (Domestic 10Gbps)

2 4 6 & 10 12 14 16 13 =20 £ o0 & 4 & & 10
Max Average Current
Im 43532 Mb/s (43.5%)  21335Mb/s (21.4%)  3078.6 Mb/'s (30.8%)
Out 636.4 Mb/s (6.4%) 2289 Mb/'s (2.3%) 2358 Mb/s (2.4%)
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Max Average Current
In 44312 Mb/'s (44 3%) 17732 Mb/s (17.7%) 552.9 Mb/z (5.3%)
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Max Average Current
In 48613 Mb/z(48.6%) 25378 Mbs(254%)  3683.1 Mb's (36.5%)
Ot 611.7 Mb/s (6.1%) 322.7 Mbis (3.2%) 478.2 Mb/s (4.8%)
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Week 13 Week 16 Week 17 Week 13
Max Average Current
In 46764 Mb/z (46.8%) 2044 0Mb's (204%)  1677.0 Mb's (16.58%)
Out 540.5 Mb/s (3.4%) 223.5 Mbis (2.2%) 324.4 Mb/s (3.2%)
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Client Count By Association/Authentication | View Details O0F—X

Associated | Authenticated

Zoom: t1h | 6h | 1d | 1w | 2w | 4w | 3m | 6bm | 1y | From:| 4/29/2026, 10:49 AM To:| 4/30/2026, 10-:49 AM

Client Count
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[v] [l Associated Wireless Count [/ Associated Wired Count

® lGanuuwus:zuu wireless gadm 8,532 AU/3u
e (JiFJnutinus=uu wireless, Ada 2,281 AU/3U

e (iFJnutinus:=uu wireless 13y 4,767 AU/3uU
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Clients by S5ID

|_@SUT-Wifi-fix = 1] =
|@suT-wifi-x = 1|

|SuraDunr’|nck = 10[,

|sut exam-ccty = ‘:‘Jrll

|SUT Weblogin = 26 ||,|

leduroam = 42 |":|
|SUT-Time = 165

_-_-—_-'.

|.@ AIS SUPER WiFi = 255
|AIS SMART Login = 542[|I
|@SUT-Classroom = 434|'||

\@SUT-1oT = 115
|{@SUT-Guest = 193

@SUT-Wifi = 10,260
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n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Summary Intrusions By Types
. . # Intrusion Type Counts
Intrusions By Severity yp
1 Anomaly 95,798
2 Permission/PrivilegefAccess Control 42 487
32 Path Traversal 39,352
4 05 Command Injection 38,243
5 50L Injection 30,322
61.02% High (251665) & Code Injection 22,287
& 19.15% Low (78%57) h 16.343
& 11.38% Critical (46924) 7/ Other ‘
7.51% Medium [30965) 8 Malware 7,035
@ 0.94% Info (3860) 9 DoS 2357
10 Improper Authentication 983
11 X55 490
12 Information Disclosure 462
13 Buffer Errors 298
. . . . . . 14 Resource Management Errors 10
Critical High and Medium Intrusions Timeline
15 C5RF 2
50K] M Critical
40K High
Medium
30K
20K
10K
o Py By Pay ’\-:'




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Intrusion Victims INntrusion Sources

L J

# Attack Victim Counts mCritical "High Medium Percent of Total Attacks # Afttack Source Counts WCritical "High Medium Percent of Total Attacks
1 172.67.161.65 15,860 11.88% 1 203.158.7.23 63,444 29.30%
2 172.67.175.87 15,853 11.88% 2 79.124.40.174 F— 38,341 17.71%
3 172.67.199.217 15,853 11.88% 3 45.205.1.20 21,193 9.79%
4 117.18.127.179 14,172 10.62% 4 10.0.187.95 ! 11,195 5.17%
5 172.67.157.210 13,786 10.33% 5 10.1.143.32 9,608 4.48%
6 203.158.3.42 I 11,838 8.87% 6 193.32.162.28 8,378 3.87%
7 202.28.42 36 I 6,485 4.86% 7 165.245.176.249 I 6,537 3.02%
8 203.158.5.129 I — 5,943 4.45% & 10.15.0.164 5,928 2.74%
g 203.158.7.48 I 5,454 4.09% 9 152.42.208.87 I 5907 2.73%
10 203.158.7.63 I 5418 4.06% 10 5.61.209.107 — 5,712 2.64%
11 203.158.7.180 I 3,169 2.37% 11 159.223.94.178 I 5438 2.51%
12 23.197.202.166 2,758 2.07% 1210.1.173.157 4,487 2.07%
13 172.234.199.15 2,533 1.90% 13 10.0.214.70 4,063 1.88%
14 203.158.3.112 [ 2,202 1.65% 14 51.79.128.217 4,005 1.85%
15 104.26.9.74 2,158 1.62% 15 45.32.116.140 3,969 1.83%
16 172.67.75.242 2,100 1.57% 16 109.104.155.28 - 3,910 1.81%
17 44.244.22 128 [ 2,048 1.53% 17 92.118.205.122 u 31,817 1.76%
18 172.237.145.27 2,042 1.53% 18 185.237.185.6 u 3,812 1.76%
19 203.158.3.131 L 1,914 1.43% 19 209.97.171.198 I 3,598 1.66%

20 203.158.3.129 . 1,883 1.41% 20 185.186.78.170 i 3,087 1.43%




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts
ET FHPURit.Eval-stdin? Code Injection Critical 16,407
' HPF.Remaote Code Executi
Intrusions Blocked
2 g Hikvision Products.5 05 Command Injection  Critical 5,735
DK Weblanguage Tag.Co

mmand.lnjection

3 5 D-lLink.Realtek 3DH.M 05 Command Injection  Critical 5.391
niigd UPnP S0AF.Comim
and.Execution

4 §g D-Link.D5L-27508.CL1 05 Command Injection  Critical 2,336
OS5 Command.Injection
5 5 MNETGEAR.DGN1000.C Code Injection Critical 2,045

Gl Unauthenticated Rem
ate.Code Execution

6 §p D-Link.Devices. HMAP. 05 Command Injection  Critical 1.945
S0OAPAction-Header.Com
mand.Execution

7 4 DISGPOM.Remote.C 05 Command Injection  Critical 1,939
ode Execution

B g Amadey Botnet Critical 1.524
9 5 udp_flood Anomaly Critical 1.3%4
105 Apache Struts.2.Defa Other Critical 1,195

ultActionMapper. Remot
e Command.Execution

11 5§ njRAT Botnet Critical 1,186

125 FTZ0ptics FT30X par Improper Authentication Critical 798
am.Authentication_Bypas

13 5 Babar Critical 798

145§ ApacheStruts.2 |akar Code Injection Critical 550

ta.Multipart.Parser.Code

Execution
155§ lava.Debug

ocolnsecure . Configurati ess Contral

Wire.Prot Permission/Privilege/Acc Critical 506

an

165 Spring.Framework.>e Permission/PrivilegefAcc Critical 357
rializationUtils.Insecure. ess Contral
Deserialization

17 5 ThinkPHP.Controller. Code Injection Critical 36
Parameter.Remote.Code
Execution

185y Bash.Function.Definit 05 Command Injection  Critical 182

ons.Remote. Code Execu
tion

194 F5.BIG-IP.iControlRE Permission/Privilege/Acc Critical 158
ST.Authentication.Bypas ess Contral

205 WIFICAM.P2ZP.GoAhe Code Injection Critical 151
ad.Multiple Remote.Cod
e Execution



n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gateway Cyber Threat Assessment

High Risk Applications ﬂ g Top Application Vulnerahility Exploits Detected

Severity Threat Name Type CVE-ID Victim Source Count
High Risk Applications 5 ® PHPUnit.Eval-stdin.PHP.Remote.Code.Execu Code Injection CVE-2017-9841 1,127 32 14,089
tion
5 ] ® Hikvision.Products.SDK.WebLanguage.Tag.C OS Command Injection CVE-2021-36260 18 3 5,020
No matching log data for this report ommand.injection
(5] ® D-Link.Realtek.SDK.Miniigd.UPnP.SOAP.Com OS Command Injection CVE-2014-8361 891 7 1,926
mand.Execution
(5 | # D-Link.DSL-2750B.CLI.OS.Command.Injectio OS Command Injection CVE-2016-20017 805 214 1,495
n
a ® Amadey.Botnet 2 1 1,462
(5 # NETGEAR.DGN1000.CGlL.Unauthenticated.Re Code Injection 794 1,249 1,416
mote.Code.Execution
B8 ® D-Link.Devices.HNAP.SOAPAction-Header.C OS Command Injection CVE-2015- 793 1,221 1,373
ommand.Execution 2051,CVE-2019-10
891,CVE-2022-370
56,CVE-2023-3572
3,CVE-2024-33112
,CVE-2025-63932
(5 # DZS.GPON.Remote.Code.Execution 0S Command Injection CVE-2018-10561,C 763 1,184 1,349
VE-2018-10562
5 | ® udp_flood Anomaly 56 85 1,325
=l ® njRAT.Botnet 1 1 1,186
(5 ® Apache.Struts.2.DefaultActionMapper.Remo Other CVE-2013-2251 717 2 1,110
te.Command.Execution
5] & Babar 1 1 798
5 | ® PTZOptics.PT30X.param.Authentication.Byp Improper Authentication  CVE-2024-8956 179 14 622
ass
= ® Apache.Struts.2 Jakarta.Multipart.Parser.Cod Code Injection CVE-2017-5638 484 3 492

e.Execution
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V\Ieb Usage : Top Web Applications

Top Web Applications

Mo matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions

Top Applications by Bandwidth Top Applications by Sessions

Mo matching log data for this report

Mo matching log data for this report




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity

Intrusions Detected Events by Severity

Mo matching log data for this report No matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention ‘ ‘ Top Application Vulnerability Exploits Detected
High Risk Applications

High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report No matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Top Web Applications

Top Web Applications

Mo matching log data for this report
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