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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)
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Link to UNINET (Domestic 10Gbps)
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Max Average Current

In  2702.6 Mb/'s (27.0%%)
Out 256.1 Mb/s (2.6%)

933.6 Mb/s (9.3%)
935.2 Mb/s (1.0%)

17437 Mb/'s (17.4%)
133.0 Mb/s (1.3%)

Max
In 28506 Mb/z (28.5%)
Ot 379.0 Mb/'s (3.8%)

Average
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25531 Mb/'s (2.6%)
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Week 19 Week 20 Week 21 Week 22 Week 23
Max Average Current

In  3910.9 Mb/s (39.1%)
Out 451.8 Mb/'s (4.8%)

1731.8 Mb/s (17.3%)
185.9 Mb/s (1.9%)

310.0 Mb/s (3.1%)
47.2 Mbis (0.5%)
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Week 19 Week 20 leek 21 leek 22 Week 23
Max Average Current
In 4686.9 Mb/s (46.9%) 21097 Mb/s (21.1%) 416.9 Mb/s (4.2%)

Out 6122 Mb/s (6.1%)

243.0 Mb/s (2.4%)

76.6 Mbis (0.8%)
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n1sdudianasTousivus:uutAdainy Tavaunsad Next Gen Firewall :

Intrusions By Severity

SUT Gatway of IPS Report

Critical High and Medium Intrusions Timeline
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n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Intrusion Victims INntrusion Sources

L J
# Atrtack Victim Counts mCritical ®High Medium Percent of Total Attacks # Attack Source Counts mCritical ®High Medium Percent of Total Attacks
1 202.28.42.26 I 35,048 19.40% 1 203.158.7.23 72,786 29.50%
2 117.18.127.179 23,034 12.75% 2 79.124.40.174 — 42,711 17.31%
3 172.67.161.65 18,206 10.08% 3 194.233.77.183 34,656 14.04%
4 172.67.157.210 18,202 10.08% 4 10.1.143.32 15,244 6.18%
5 172.67.175.87 18,191 10.07% 5 10.0.187.99 I 11,476 4.65%
6 172.67.199.217 18,187 10.07% 6 144.172.92.68 9,289 3.76%
7 202.28.42.36 I 12,348 6.84% 7 193.32.162.28 8,856 3.59%
8 203.158.5.129 I 10,126 5.61% 8 5.61.209.126 — 8,594 3.48%
9 202.28.42.40 ! 3,954 2.19% 9 10.1.173.157 7,764 3.15%
10 44.244.22 128 L 3,313 1.83% 10 36.95.143.31 6,645 2.69%
11 202.28.42.23 L 2,800 1.55% 11 10.0.53.36 [ | 4,525 1.83%
12 203.158.3.112 ! 2,665 1.48% 12 176.65.139.254 3,975 1.61%
13 49.228.131.165 - 2,404 1.33% 12 221.159.119.6 3,751 1.52%
14 203.158.3.125 : 2,129 1.18% 14 193.32.162.104 3,073 1.25%
15 104.21.35.156 2,052 1.14% 15 162.62.213.150 L 2,755 1.12%
16 172.67.145177 2,048 1.13% 16 10.0.52.210 | 2,404 0.97%
17 203.158.4.150 I 1,670 0.92% 17 211.37.177.87 | 2,396 0.97%
18 203.158.3.49 : 1,435 0.79% 18 176.65.148.183 - 1,998 0.81%
19/203.158.3.131 : 1,43010.73% 19 123.234.81.180 = 1,972 0.80%
20 203.158.7.5 I 1,395 0.77%

20 176.65.139.140

1,881 0.76%




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

# Intrusion Mams Intrusion Type Sewverity Counts
1 5 PHPUnitEval-stdin.P Code Injection Critica 18,423
| nt ru S i O n S B [O C Re d HP.Rermote. Code Exacuti
on
° 2 §p Hikvision.Products.S 05 Command Injection  Critical 10,007

DK WeblLanguage.Tag.Co
mmand.Injection

3 5 ApacheStruts.2.Defa Other Critica 2,969
ultActionMapper.Remot

e.Command_Execution

4 5§ NETGEAR.DGM1000.C Code Injection Critical 2 B04
Gl.Unauthenticated.Rem
ote.Code Execution

5 5 Amadey Botnet Critica 2417
& 5§ njRAT.Botnet Critical 2404
7% o 05 XEWeb Ul Permizsion/Privilegefacc Critica 2132

Unaut
reation

a F DZS GPON Remote.C 05 Command Injection  Critical 1,811
ode Exacution

arized.Account.C ess Contro

9 5 D-Link Devices HNAP. 05 Command Injection  Critica 1,716
SOaPACtion-Header.Com
mand.Execution

105§ ApacheStruts.2 Jakar Code Injection Critical 1,481
ta.Multipart.Parser.Code

Execution

11 5 PHP.Filters.ChainRe  Anomaly Critica 1,348
mate. Code. Execution
12 5 TOTOLINE. Devices.cs 05 Command Injection  Critical 917

tecgi.Command.njection
13 5 PTZOptics PT30X par Improper Authentication Critica 879
am.Authentication.Bypas

145§ D-Link DSL-2750B.CL0 OS5 Command Injection  Critical B34
05 Command.Injection
15 5 ThinkPHP.Controller. Code Injection Critica 2

Farameter Remote. Code

cxecunon

16 5 Java.Debug.Wire Prot Permission/Privilege/Acc Critical G40
ocol Insecure. Configurati ess Control
on

17 5 Tenda.Devices formS Buffer Errors Critica 475

ethdacFilterCfg. Buffer. Ow
erflow
18 5§ Ralink.SDHCgoform.Sy Code Injection Critical 387
stemCommand.Comma
nd. Injection
19 5 Babar Critica 379
20 5 D-Link DIR.Devices.Se Buffer Errors Critical 222
ssion.Cookie. Buffer. Cher

florw



n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report

Mo matching log data for this report




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

V\Ieb Usage : Top Web Applications

Top Web Applications

Mo matching log data for this report




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions

Top Applications by Bandwidth Top Applications by Sessions

Mo matching log data for this report No matching log data for this report




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity

Intrusions Detected Events by Severity

Mo matching log data for this report

Mo matching log data for this report




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet
da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention ‘ ‘ Top Application Vulnerability Exploits Detected
High Risk Applications

High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report

No matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Top Web Applications

Top Web Applications

Mo matching log data for this report
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