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Internet Gateway Traffic
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Link to UNINET (Domestic 10Gbps)
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Max
In 42190 Mb/s (42 2%)
COrut 546.7 Mb/s (5.5%)

Current
3005 4 Mb's (30.1%)
375.0 Mb/s (3.7%)

Average
21377 Mb's (21.4%0)
221.2 Mb/s (2.2%)
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2 4 &6 & 10 12 14 16 18 20 22 0 2 4 6 @&
Max Average Current
In 4329 8 Mb/s (43.3%) 23266 Mb's (23.3%) 41973 Mb's (42.0%)
Ot 6748 Mb/s (6.7%) 264.7 Mb/'s (2.6%) 6748 Mb/s (6.7%)

Max
In 4398.6 Mb/z (44.0%)
Ot 571.2 Mbi's (5.7%)

Week 24 Week 25 Week 26 Week 27
Average Current
19364 Mb's (19.4%) 660.5 Mb/'z (6.6%)
2124 Mb/'s (2.1%) 04.0 Mb/s (0.9%)
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Week 23 Week 2d Week 25 Week 26 Week 27
Max Average Current
In 5270.9 Mb/s (52.7%) 22187 Mbis (22.2%) 21902 Mb/'s (21 9%)
Ot 682.7 Mb/s (6.8%) 270.4 Mb/'s (2.7%) 255.8 Mb/s (2.6%)
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SUT Gatway of IPS Report

Intrusions By Severity
Critical High and Medium Intrusions Timeline
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Attack Victim
202.28.42 .36
11718127179
172.67.161.65
172.67.199.217
172.67.157.210
172.67.175.87
203.158.5.129
203.158.7.15

9 20.184.145.190
10 172.65.211.209
11 49.228.131.165
12 202.28.4017
13 203.158.4.80
14 3.166.34,96

15 99.86.20.75

16 3.166.34.94

17 3.166.24.80

18 3.166.24.113
19 99.86.20.34

20 99.86.20.25

0 =] @ i B W R = 3R

Counts

Intrusion Victims

mCritical "High Medium Percent of Total Attacks
33,493 21.57%
18,485 11.90%

SUT Gatway of IPS Report

14,928 9.61%
14,918 9.61%
14,899 9.60%
14,888 9.59%
14,280 9.20%
7,328 4.72%
2,943 1.90%
2,472 1.59%
2,116 1.36%
1,937 1.25%
1,668 1.07%
1,647 1.06%
1,587 1.02%
1,560 1.00%
1,550 1.00%
1,546 1.00%
1,533 0.99%
1,496 0.96%

Arttack Source
203.158.7.23
194,233.77.183
10.1.143.32
10.1.96.233
93.123.72.183
31.59.160.12
10.0.29.204
45.92.11.253

9 10.0.53.36

10 221.159.119.6
11 115.242.166,190
12 36,133.252.87
12 10.1.189.74

14 10.1.155.141
15 10.0.35.229

16 45.168.118.67
17 10.1.123.12

18 10.0.145.240
19 144.172.99.164
20 51.79.186.91

00 =l o 1 B W R = 3%

INntrusion Sources

Counts

mCritical ®High Medium Percent of Total Attacks

63,598 38.70%
30,359 18.47%
9,700 5.90%
8,798 5.35%
8,262 5.03%
4,274 2.60%
4,153 2.53%
3,802 2.31%
3,189 1.94%
3,087 1.88%
3,077 1.87%
3,009 1.83%
2,996 1.82%
2,676 1.63%
2,450 1.49%
2,276 1.38%
2,267 1.38%
2,260 1.38%
2161 1.31%
1,935 1.18%
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SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts
% Hikvision.Products.S OS5 Command Injection  Critica 14,230
. ¥ WeblLanguage Tag.Co
Intrusions Blocked
Py 2 5§ Apache.Struts.2 Defa Other Critical 5601
ultActionMapper.Rermot
e.Command.Execution

=

3 5§ ApacheStruts.2 Jakar Code Injection Critica 2,824
ta.Multipart.Parser.Code

Execution

4 5 Amadey Botnet Critical 2 568

5 5 njRAT.Botnet Critica 2116

6 5 D-Link DSL-2750BE.CLI OS5 Command Injection  Critical 1,874
J05 Command. Injection

7 5 DISGPOM.Remote.C O5Command Injection  Critica 1,722
ode_ Execution

8 §p NETGEAR.DGN1000.C Code Injection Critical 1,609

Gl.Unauthenticated Ram
ote.Code Exacution

9 s D-link Devices HNAP. 05 Command Injection  Critica 1,533
SOAPAction-Header. Com
mand.Execution

10 5 PTZOptics FT30K par Improper Authentication Critical 854
am.Authentication. Bypas

11 5§ PHPUnitEval-stdin.P Code Injection Critica 717
HP.Remote. Code.Executi
on

12 5§ Java Debug Wire Prot Permission/Privilegefdcc Critical 629
ocol Insecure. Configurati ess Control
on

13 5 LB-LINK.goform.set L Code Injection Critica 459

imitClient_cfg. Command.
Injection

14 5§ ThinkPHP.Controller. Code Injection Critical 363
Parameter Remote.Code
Execution

15 5 MS.Windows HTTP.sy Buffer Errors Critica 240
s. Request Handling Rem
ote.Code Exacutiaon

16 5 Joomlal.Core Session. Code Injection Critical 237
Remote.Code. Execution

17 5 FL.BIG-IP.iControlRE Permission/Privilegefdce Critica 191

ST.Authentication Bypas ess Contro

18 §§ Apache Logdi Error L Permission/Privilegefdcc Critical 186

og. Remote.Code Executi ess Control
on
19 g Bash.Function Definit 05 Command Injection  Critica 184

wote. Code. Execu

20 5§ WIFICAM.P2P.GoAhe Code Injection Critical 129
ad.Multiple. Remote.Cod
e.Execution
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SUT Gateway Cyber Threat Assessment

Top Application Vulnerahility Exploits Detected

High Risk Applications

Severity Threat Name Type CVE-ID Victim Source Count
a @ Hikvision Products.SDK.Weblanguage.Tag.C 0OS Command Injection CVE-2021-36260 10 6 14,229
ommand.Injection
a8 #® Apache.Struts.2.DefaultActionMapper.Remo Other CVE-2013-2251 1,127 4 5,576
te.Command.Execution
a @ Amadey Botnet 3 1 2,568
5] @ Apache.Struts.2 Jakarta.Multipart.Parser.Cod Code Injection CVE-2017-5638 1,105 8 2,441
. - . . e.Execution
High Risk Applications B e o o1 2
a @ D-Link.DSL-2750B.CLI.OS.Command.Injectio OS5 Command Injection CVE-2016-20017 869 442 1,794
n
B # DZ5.GPON.Remote.Code.Execution 05 Command Injection CVE-2018-10561,C 841 1317 1,620
VE-2018-10562
. . (5] ® NETGEAR.DGN1000.CGlLUnauthenticated.Re Code Injection 844 1,319 1,541
Mo matching log data for this report mote.Cade.Execution
a @ D-Link.Devices.HNAP.SOAPAction-Header.C OS Command Injection CVE-2015- 819 1,279 1,453
ommand.Execution 2051,CVE-2019-10

891,CVE-2022-370
56,CVE-2023-3572
3,CVE-2024-33112
JCVE-2025-63932

a @ PTZOptics.PT30X param. Authentication.Byp Improper Authentication CVE-2024-8956 203 13 837
ass
B @ PHPUnit.Eval-stdin.PHP.Remote.Code.Execu Code Injection CVE-2017-9841 144 20 716
tion
a @ Java.Debug.Wire.Protocol.insecure.Configur Permission/Privilege/Access CVE-2017-6639 106 281 604
ation Control
B # LB-LINK.goform.set_LimitClient_cfg.Comma Code Injection CVE-2023-26801 32 1 454
nd.Injection
a #® ThinkPHP.Controller.Parameter.Remote.Cod Code Injection CVE-2019- 223 40 350
e.Execution 9082,CVE-2018-20
062
a ? Joomlal.Core.Session.Remote.Code.Executic Code Injection CVE-2015-8562 2 3 237
n
(5] #® MS.Windows. HTTP.sys.Request.Handling.Re Buffer Errors CVE-2015-1635 48 26 233
mote.Code.Execution
a @ Apache.Logdj.Error.Log.Remote.Code.Execut Permission/Privilege/Access CVE-2021- 7 2 186
ion Control 4104,CVE-2021-44
228,CVE-2021-450
46
a @ Bash.Function.Definitions.Remote.Code.Exe OS5 Command Injection CVE-2014- 3 3 184
cution 6271,CVE-2014-62
77,CVE-2014-6278
LOVE-2014-7169,C
VE-2014-7186,CVE
-2014-7187
(5] @ F5.BIG-IP.iControl.REST . Authentication.Bypa Permission/Privilege/Access CVE-2022-1388 161 25 177
ss Control
a @ WIFICAM.P2P.GoAhead.Multiple.Remote.Co Code Injection CVE-2017- 6 7 129
de.Execution 8221,CVE-2017-82
23,CVE-2017-8225
LVE-2017-18377
a @ ASUS.Devices.infosvr,UDP.Broadcast.Comm OS Command Injection CVE-2014-9583 20 1 13
and.Execution
a @ Telerik. Web.Ul.RadAsyncUpload.Handling.Ar Improper Authentication CVE-2017-11317,C 97 40 98
bitrary.File.Upload VE-2017-
11357,CVE-2019-1
8935
a @ Netcore Metis.Devices.Hardcoded.Password. Improper Authentication ~ CVE-2025-34117 20 2 57
Security.Bypass
a % Zeus.Botnet 8 13 54
a @ FasterXML jackson-databind.apache.xalan.D Code Injection CVE-2017- 4 2 40
eserialization 7525,CVE-2020-35

728
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Application

55L

YouTube

TikTok

Instagram

Facebook

Apple.Store

iCloud

Netflix

Twitter

Microsoft. Windows.Update
Google.Services
Apple.Services
Amazon.AWS

Riot.Games

Adobe.Web

Google.Photos
HTTP.Download.Accelerator
Twitch

Mawver.Line
HTTP.Segmented.Download
Garena
HoYoverse.Genshin.Impact
Telegram
Microsoft.365.Portal
Microsoft.Portal

g Web Usage : Top Web Applications

Sessions

158,989,848

27,673,630
95,636,948
97,329,827
94,267,420
20,893,423
29,513,295
4,502,933
3,180,112
1,274,471
75,287,682
23,774,350
1,744,529
1,315,683
4,260,866
265,031
347,268
379,195
8,821,278
304,212
1,119,440
26,763
983,193
10,174,774
17,566,436

Bytes

77.547TB
6593 TB
4744 7B
4597 TB
3117 7B
21594 TB
8.537TB
8437TB
7.54TB
7.02TB
6.53TB
546TB
298TB
24ETB
2.347TB
2.347TB
210TB
201 TB
1.75TB
1.72TB
1.71TB
1.59TB
1.44TB
1.36 TB
1.34TB
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions

Top Applications by Bandwidth Top Applications by Sessions

No matching log data for this report No matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity

Intrusions Detected Events by Severity

Mo matching log data for this report

Mo matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention ‘ ‘ Top Application Vulnerability Exploits Detected
High Risk Applications

High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report

No matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Top Web Applications

Top Web Applications

Mo matching log data for this report
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