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Internet Gateway Traffic

Link to UNINET (Domestic 10Gbps)
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Intrusions By Severity

SUT Gatway of IPS Report

Critical High and Medium Intrusions Timeline

40K] B Critical
High

30K _
Medium

50.57% High (225649) 20K
® 25.57% Critical (114121)
® 22.76% Low (101558) 10K
0.89% Medium (3966)
® 0.21% Info (932)
S ! & , «
& 0%
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Attack Victim
2031585129
172.65.211.209
117.18.127.179
202.28.42.36
202.28.42.26
203.158.4150
202.28.42 38
202.158.7.15

9 65.20.83.65
10 203.158.7.71
11 49.228.131.165
12 20.184.145.190
13 202.28.42.39
14 203.158.7.75
15 203.158.7.92
16 43.249.32.143
17 202.28.42.23
18 202.28.42.20
19 202.158.7.70
20 203.158.7.80

00 =l h W B W R = 3R

Intrusion Victims a

Counts mCritical "High Medium Percent of Total Attacks

SUT Gatway of IPS Report

88,455 40.02%
46,475 21.03%
19,073 B.63%
13,745 6.22%
11,796 5.34%
4,176 1.89%
3,562 1.61%
3,299 1.49%
3,287 1.49%
3,282 1.48%
3,266 1.48%
3,063 1.39%
2,572 1.16%
2,535 1.15%
2,456 1.11%
2227 1.01%
2,212 1.00%
1,939 0.88%
1,830 0.83%
1,786 0.81%

Attack Source
203.158.7.23
195,182.16.23
144.172.99.164
5.61.209.44
94.154.43.243
10.1.143.32
10.1.96.243
5.61.209.43

9 10.0.53.36

10 10.0.233.216

11 10.1.155.141

12 188.253.121.111
13 197.248.76.230
14 203.10.99.50
15103.52.212.114
16 188.253.121.112
17 188.253.121.110
18 45.92.11.253

19 10.0.144.250
20 175.100.53.13

g = oh A B b kg — g

ﬂ INntrusion Sources

Counts mCritical ®High Medium Percent of Total Attacks

46,475 19.89%
44,603 19.09%
25,949 11.10%
25,356 10.85%
11,848 5.07%
11,683 5.00%
7,392 3.16%
6,570 2.81%
6,117 2.62%
5620 2.41%
5,493 2.35%
5375 2.30%
5,252 2.25%
5205 2.23%
3,894 1.67%
3,519 1.51%
3,423 1.46%
3,352 1.43%
3,286 1.41%
3,262 1.40%
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SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts
1 §§ Hikvision Products.5 05 Command Injection  Critica R8.380
Intrusions Blocked
° mmand.Injection
2 5§ njRAT.Botnet Critical 3,266
3 5§ Amadey.Botnet Critica 3,063
4 5§ Tofses Critical 2597
5 % Joomlal Core Session. Code Injection Critica 2,071
Remate.Code. Execution
6 5 METGEAR.DGN1000.C Code Injection Critical 1,720

Gl.Unauthenticated . Rem
ote. Code Execution

7 5 D-link.Devices.HNAP. 05 Command Infection  Critica 1,651
SOAPAction-Header.Com
mand.Execution

8 g DZS.GPOM.Remote.C O5Command Injection  Critical 1,591
ode_Execution

9 5 LB-LINK goform.set L Code Injection Critica 1,523
imitClient_cfg.Command.

Injection

10 5 WordPress.RESTAPI. SO)L Injection Critical 1.201
batch-route SO L Injectio
n

11 5§ PTZ0Optics PT30X par  Improper Authentication Critica 885

am.Authentication Bypas

12 4 Java.Debug Wire Frot Permission/Privilegefacc Critical G40
ocol Insecure. Configurati ess Control
o

13 i WIFICAM.P2ZP.GoAhe Code Injection Critica 484

ad.Multiple. Remote.Cod
e, Execution

14 5 Remote CMDShell  Malware Critical 475

15 9 ThinkPHP.Controller. Code Injection Critica 380
Parameter Remote.Code
Execution

16 5§ Apache Logdj.Errorl Permission/PrivilegefAcc Critical 36T
og Remote.Code. Executi ess Control
on

17 5 D-Link DSL-2750B.CU 05 Command Injection  Critica 273
5. Command.Injection

18 5 Joomlal 5P.Page.Build Code Injection Critical 23
er.Arbitrary.File.Upload

19 5§ ApacheStruts.2 OGN Other Critica 137

L5cript. Injection
20 5 ASUS Devices infosvr. 05 Command Injection  Critical 131
UDP.Broadcast.Comman
d_Execution
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SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report No matching log data for this report
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Application
YouTube

55L

TikTok

Instagram

Facebook
Apple.Store

iCloud

Twitter

Netflix
Google.Services
Microsoft. Windows.Update
Apple.Services
Garena

Riot.Games

HTTPS
Microsoft.Portal
Telegram
Microsoft.365.Portal
HTTP.EROWSER
Twitch
HoYowverse.Genshin.Impact

Maver. Line

HTTP.Download.Accelerator
Amazon. AWS
HTTP.Segmented.Download

g Web Usage : Top Web Applications

Sessions
30,381,891
171,975,838
101,821,649
101,841,155
93,023,933
23,283,224
35,741,792
3,509,637
5,095,439
78,125,572
1,297,886
26,776,216
2,300,499
1,267,728
61,809,141
18,763,540
1,000,330
10,488,228
10,332,372
318917
28,822
7,259,280
488,072
727,842
374,067

Bytes
71.82TB
69.33TB
5479 TB
4842 TB
3048 TB
17.04TE
10.09TE
9.60 TB
7.86 TB
748 TB
6.91TB
521TB
3377TB
2.29TB
209TB
1.68 TB
1.54TB
1.53TB
147 TB
1.45TB
143 TB
1.23TB
1.18TB
1.15TB
1.1 TB
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions

Top Applications by Bandwidth Top Applications by Sessions

Mo matching log data for this report Mo matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity

Intrusions Detected Events by Severity

Mo matching log data for this report No matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention ‘ ‘ Top Application Vulnerability Exploits Detected
High Risk Applications

High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report

Mo matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment
Top Web Applications

Top Web Applications

Mo matching log data for this report
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