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Internet Gateway Traffic

Link to True Internet (Domestic 6Gbps/Inter 3Gbps)
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Link to UNINET (Port-Channel20 - 20Gbps)
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In 48396 Mb/s (42.4%)  2625.8Mb/s (263%) 9646 Mb/s (9.6%) In = 5366.1Mb/s (33.7%)  2626.3 Mbs (26.3%) 3412 Mbis (3.4%)
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Summary

Intrusions By Severity

SUT Gatway of IPS Report

Critical High and Medium Intrusions Timeline

- B Critical
High
20K _
Medium
15K
50.96% High (132213)
¥ 31% Low (80417 10K
@ 10.75% Critical (27892)
6.95% Medium (18031) 5K /x“_""-.._,..-"""-\
® 0.35% Info (897) o)
o N & & A n "b & A o n, a, <
AP B F I SN Y N gV B g
) oD £ u! u! £ " o S o o oy ) !
e Ao Ao e Ao Qm‘i’ .::l"'l.-h ﬁm“?’ Ao e Ao e e Qm“-“ Qm‘ﬁ’
4 A" A 4 4 4 3 4 i " +» 4 % £




n1sdudanasTousivus:uulAdaiy Tavaunsad Next Gen Firewall : Fortinet

SUT Gatway of IPS Report

Intrusion Victims INntrusion Sources

# Attack Victim Counts mCritical ®High Medium Percent of Total Attacks # Attack Source Counts mCritical "High Medium Percent of Total Attacks
1 117.18.127.179 17,262 24.38% 1 10.1.235.183 15,195 16.72%
7 203.158.5.129 I 6,203 8.76% 2 194.180.49.37 13,355 14.69%
3 49.228.131.165 ] 4,652 6.57% 3 10.1.143.32 11,247 12.37%
4 43.249.32.143 3,868 5.46% 4 10.1.155.141 T — 8,520 9.37%
5 192.168.149.7 I— 2,792 3.94% 5 10.1.96.233 6,026 6.63%
6 172.255.141.4 2,732 3.86% 6 5.61.209.44 I— 3,514 3.87%
7 172.240.108.76 2,495 3.52% 7 10.0.53.36 — 3,033 3.34%
8 172.240.108.84 2,491 3.52% 8 10.1.4.69 2,988 3.29%
9 172.240.253.132 2,448 3.46% 9 184.105.192.2 I 2,788 3.07%
10 172.240.127.243 2,445 3.45% 10 221.159.119.6 2,786 3.07%
11 172.240.108.68 2,435 3.44% 11 77.239.124.102 - 2,781 3.06%
12 172.240.127.234 2,430 3.43% 12 10.1.890.13 E— 2,511 2.76%
13 172.240.127.244 2,372 3.35% 13 182.16.91.254 2,349 2.58%
14 203.158.3.157 ! 2,353 3.32% 14 10.1.97.58 2,204 2.43%
15 23.111.84.228 2,345 3.31% 15 103.203.48.166 2,188 2.41%
16 23.111.84.124 2,305 3.25% 16 111.68.9.254 1,934 2.13%
17 23.111.84.116 2,304 3.25% 17 45.92.11.253 1,890 2.08%
18 23.111.84.220 2,301 3.25% 18 10.1.121.52 1,882 2.07%
19 23.111.84.4 2,296 3.24% 19 144.172.99.164 ' 1,869 2.06%
20 172.240.127.242 2,287 3.23% 20 216.118.251.42 1,825 2.01%
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SUT Gatway of IPS Report

# Intrusion Mame Intrusion Type Severity Counts
1 5§ Hikvision Products.S 05 Command Injection  Critica 6,170
DK WeblLanguage Tag.Co

| ntrus i OnS B[OC""\Qd mmand.Inject .l::-l" :

o 2 §§ njRAT.Botnet Critical 4,652
3 @ Andromeda. Botnet Critica 2,792
4 iy Tofsee Critical 2,504
5 g DZSGPON.Remote.C OS5 Command Injection  Critica 1,760
ode Execution
& §p Amadey.Botnet Critical 1,518
7 g D-link Devices HMAP. 05 Command Injection  Critica 1.486

SOAPAction-Header.Com
mand.Execution

8 5§ METGEAR.DGN1000.C Code Injection Critical 1,385
Gl.Unauthenticated Rem
ote.Code Exacution

9 5 WordPress.REST.APL. SQL Injection Critica T05
batch-rowe SOL Injectio
A

10 59 PTZOptics FTI0 par Improper Authentication Critical 1
am.Authentication. Bypas

11 5 Java.Debug Wire.Prot Permission/PrivilegefAcc Critica Sdd
acol. Insecure. Configurati ess Cantro
on

12 59 LB-LINK.goform.set L Code Injection Critical L08

imitClient_cfg. Command.
Injection

13 49 PHPUnitEval-stdin.P Code Injection Critica 265
HF_Remote. Code Executi
on

14 i Joomlal.5F.Fage.Build Code Injection Critical 253
er.Arbitrary. File.Upload

15 4 ThinkPHP . Controller. Code Injection Critica 223
Parameter Rermote.Code
Execution

16§ D-Link DSL-2750B.CL OS5 Command Injection  Critical 190
05 Command.Injection

17 4 D-link.Devices.accou OS5 Command Injection  Critica 164
nt_mgr.cgi.Command.Inj
ection

18 59 MS.Windows HTTP.sy Buffer Errors Critical 156
5. Request Handling. Rem

ote.Code Execution

194 ZeroshellKerbynetTy Code Injection Critica 148
pe.Farameter. Remaote. C
ommand. Execution

20 5 IP-COM.MS0formSet O5 Command Injection  Critical 122
DebugCig. Command.inj

ecton
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SUT Gateway Cyber Threat Assessment

High Risk Applications Top Application Vulnerahility Exploits Detected

Severity Threat Name Type CVE-ID Victim Source Count
a & Hikvision.Products.SDK.Weblanguage.Tag.C 0S Command Injection CVE-2021-36260 20 8 6,021
ommand.Injection
High Risk Applications B o Tofse 4 1 e
a @ njRAT.Botnet 1 1 3,326
a @ Andromeda.Botnet 1 3 2,683
. . a @ DZ5.GPON.Remote.Code.Execution 05 Command Injection CVE-2018-10561,C 824 1171 1,485
Mo matching log data for this report VE-2018-10562
5] & Amadey.Botnet 1 1 1,385
5 | & D-Link.Devices.HNAP.SOAPAction-Header.C 0S Command Injection CVE-2015- 739 1,099 1,193
ommand.Execution 2051,CVE-2019-10
891,CVE-2022-370
56,CVE-2023-3572
3,CVE-2024-33112
JCVE-2025-63932
a & MNETGEAR.DGN1000.CGl.Unauthenticated.Re Code Injection 722 1,002 1,113
mote.Code.Execution
E @ WordPress.REST.APl.batch-route. SQL.Injecti SQL Injection CVE-2026-60137,C B5 57 706
on VE-2026-63030
a & PTZOptics.PT30X.param.Authentication.Byp Improper Authentication = CVE-2024-8956 195 9 630
ass
B & Java.DebugWire Protocol.Insecure.Configur Permission/Privilege/Access CVE-2017-6639 115 222 489
ation Control
a @ LB-LINK.goform.set_LimitClient_cfg.Comma Code Injection CVE-2023-26801 33 2 475
nd.Injection
5] & Joomlal.5P.Page Builder.Arbitrary.File.Uploa Code Injection CVE-2026-48508 12 8 261
d
5 | @ MS.Windows HTTP.sys.Request.Handling.Re Buffer Errors CVE-2015-1635 49 25 129

mote.Code.Execution
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V\Ieb Usage : Top Web Applications

Top Web Applications

Mo matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Top Applications by Bandwidth ‘ ‘ Top Applications by Sessions

Top Applications by Bandwiath Top Applications by Sessions

No matching log data for this report

No matching log data for this report
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d11SuU REG ua: Finance
FIN-REG Security Analysis

Intrusions Detected ‘ ‘ Events by Severity

Intrusions Detected Events by Severity

Mo matching log data for this report Mo matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment

Security and Threat Prevention ‘ ‘ Top Application Vulnerability Exploits Detected
High Risk Applications
High Risk Applications Top Application Vulnerability Exploits Detected

Mo matching log data for this report

Mo matching log data for this report
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da1su REG ua: Finance

FIN-REG Cyber Threat Assessment
Top Web Applications

Top Web Applications

Mo matching log data for this report
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