@ﬁanﬂiaﬂga Certificate SSL
1. fagensfiana SSL certificate vuszUUURTANTS Centos (nginx)
1.1.5ang Tupa mod_ssl
fiusiAnds # yum install mod_ssl
1.2.Upload 1§ certificate Yursu server Usznaudaglug

- certificate2024.pem copy them to path /etc/pki/tls/certs/
- PrivateKey2024.key copy them to path /etc/pki/tls/private/

- IntermediateCA2024.crt copy them to path /etc/pki/tls/certs/

3 4i1nnsAang SSL Tnewdrluudlealng sst.conf lu apache i path /etc/httpd/conf.d/ssl.conf

(wAly document root kag servername 1ﬁgn€1’m)

<VirtualHost *:443>

DocumentRoot

ServerName

ErrorLog logs/ssl_error_log
TransferLog logs/ssl_access log

LoglLevel warn

sy version nadnatia (TLS V.1.2 auhl) Taimasszy ALL vide

SSLEngine on SSLV2 SSLV3 TLS1 TSL1.1 (ﬁﬂL'ﬁﬂn’ﬁslﬁ’mwﬁmmn”laiﬂmmﬂ“ﬁ)

SSLProtocol +TLSv1.2
SSLCipherSuite HIGH:MEDIUM:laNULL:IMD5

SSLCertificateFile /etc/pki/tls/certs/certificate2024.pem
SSLCertificateKeyFile /etc/pki/tls/private/PrivateKey2024.key
SSLCertificateChainFile /etc/pki/tls/certs/IntermediateCA2024.crt

<Files ~ "\.(cgi|shtml|phtml|php3?)$">
SSLOptions +StdEnvVars

</Files>




<Directory "/var/www/cgi-bin">
SSLOptions +StdEnvVars

</Directory>
BrowserMatch "MSIE [2-5]" \
nokeepalive ssl-unclean-shutdown \

downgrade-1.0 force-response-1.0

CustomLog logs/ssl_request log \

"%t %h %{SSL_PROTOCOL}X %{SSL_CIPHER}x \"%r\" %b"

</VirtualHost>

1.4 1¥A1&4 restart Apache

=)

UNWANES # service httpd restart




2. A9E19N13AARAY SSL certificate UNsEUUU{URANTS Ubuntu (Apache)

2.1 Upload 14 certificate ¥uIu server Usznauaaglng

- certificate2024.pem copy them to path /etc/ssl/certs/
- PrivateKey2024.key copy them to path /etc/ssl/private/

- IntermediateCA2024.crt copy them to path /etc/apache2/ssl.crt/

2.2 wilvlnd Apache VirtualHost 7 path /etc/apache2/sites-available/default-ssl.conf

<IfModule mod_ssl.c>
<VirtualHost default :443>
ServerAdmin webmaster@localhost
ServerName idm.sut.ac.th:443
DocumentRoot /var/www/html
ErrorLog ${APACHE _LOG_DIRY error.log
CustomLog $S{APACHE LOG_DIR}/access.log combined

# SSL Engine Switch:

# Enable/Disable SSL for this virtual host.

SSLEngine on

SSLProtocol +TLSv1.2

SSLCertificateFile /etc/ss\/certs/certificate2024.pem
SSLCertificateKeyFile /etc/ssl/private/PrivateKey2024.key
SSLCertificateChainFile /etc/apache2/ssl.crt/IntermediateCA2024.crt

<FilesMatch "\.(cgi|shtml|phtml|php)$">
SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>

SSLOptions +StdEnvVars

</Directory>

BrowserMatch "MSIE [2-6]" \




nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0
# MSIE 7 and newer should be able to use keepalive

BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown

</VirtualHost>
</IfModule>

N

3 IdAnd restart Apache

'
[

NUNANES # sudo service apache2 restart

3. A19819N13AARAY SSL certificate UNsEUUUHUANTS Centos (Nginx)
-3 g v I3
3.1 Upload 114 certificate ¥uLIu server Usznaunaelnd

- certificate2024.pem copy them to path /etc/ssl
- PrivateKey2024.key copy them to path /etc/ssl

- IntermediateCA2024.crt copy them to path /etc/ssl

3.2 uSlulng virtual.conf ¥ path /etc/nginx/conf.d/virtual.conf

server {

listen 443;
ssl on;
ssl_certificate  /etc/ssl/certificate2024.pem;
ssl_certificate key /etc/ssl/PrivateKey2024.key;
ssl_protocols TLSv1.2;
server name web.sut.ac.th;
access_log /var/log/nginx/nginx.web.log;

error_log /var/log/nginx/nginx.web.error.log;

location / {

root /var/www/html;




index index.php index.html index.htm;
try files Suri Suri/ /index.php?$args;
}

location ~ \.php$ {
root /var/www/html;
fastcgi split_path_info AL+\.php)(/.+)$;
fastcgi_pass unix:/var/run/php-fpm/php-fpm.sock;
fastcgi_index index.php;
include fastcgi_params;

fastcgi_param SCRIPT_FILENAME Sdocument root$fastcgi script_name;
fastcgi param SCRIPT NAME Sfastcgi script name;

}

3.3 I%ﬁ’lél'd restart nginx&php

FunAIEs # service nginx restart && service php-fpm restart



4. A78819N15AAAY SSL Certificate #115U windows server (81989 Windows Server 2012)

4.1. 191g Microsoft Management Console (MMC) Tagludi run >> mmc

Run

mee  Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Programs and Features Dpen: | m "

B i
ower Qptions B This task will be created with administrative privileges.

Event Yiewer

Systemn

Device Manager | [ Browse...

Metwork Connections

Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

S @ Windows Server 2012R2
File Explorer

Search

Bun

Shut down or sign out

Desktop
1!

=T TS| @ -BBG o

4.2 Lﬁan‘ﬁtu‘g File >> Add/Remove Snap-in >> L@an Certificates uaznn Add

P Consolel - [Console Root] M Add or Remove Snap-ins .

Eﬁle fiction i Vew S Beciiez I Wedow S E5 - [a]x] \E"ou can select snap-ins for this console from those avaiable on your computer and configure the selected set of snap-ns. For
& New Ctl-N extensble snap-ns, you can configure which extensions are enabled.
= Open. Cui+0 | Actions Avatable snap-ns: Selected snap-ns:
e SRR e are no ems o showin thisview: Console Root ~ ~ e e = p SRR
Save As... =" ActiveX Control Microsoft Cor
T el o i,
Add/Remove Snap-in...  CtrisM Moo orv |
ptions. PSS ices  Microsoft Cor
ecent File 2 Computer Managem... Microsoft Cor.
£t @2k Device Manager Myrosoft Cor. |
84 Disk Management Mrosoft and... Add >
& event viewsr Mirosoft Cor. |
| Folder Microsoft Cor.
[ Group Poiicy Object ... Microsoft Cor
(Pintermet Informatio...  Mirasoft Cor
B P security Moritor  Mirosoft Cor

& 1P Security Policy M...  Microsoft Cor.

= Lnk to Web Address  Microsoft Cor Advanced...

Descripton:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, 8 service, or a computer,

Quits the program and prompts to ssve documents.

4.3 \@an Computer Account >> Next >> Local Computer >> Finish



Certificates snap-in -

This snap-n will always manage cerfficates for: Select the computer you want this snap-in to manage.

) My user account This 4n will always man:
A Local computer: the computer this console is running on)

() Another computer:

Back Next > I[Cancel |

E

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

4.4. anvu TWiindwdnuas Microsoft Management Console (MMC) w&3lUfi Certificates

(Local Computer) >> Personal >> Certificates ﬁ'ﬂg‘d

% Consolel - [Console Root\ Certificates (Local Computer)\Personalh Certificates]
& File Action View Favorites Window Help

| Untrusted Certificates

"1 Third-Party Root Certification Authorities
| Trusted People

| Client Authentication |ssuers

| Preview Build Roots

| Test Roots

"] Local NenRemovable Certificates
| MSIEHistorylournal

| Remote Desktop

| Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices

| Web Hosting

| Windows Live ID Token lssuer

| WindowsServerlpdateServices

e nm a6 HiE
| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Name
v Gl Certificates (Local Computer] " sutacth DigiCert Global G2 TLS RSA SHAZ...  5/26/2024 Server Authenticati.. CRSfor “sutacith 2.
v [ Personal #517 sut.acth DigiCert Global G2 TLS RSA SHAZ..  5/29/2025 Server Authenticati.. TSR for ".sut.ac.th 2...
3 Tii::';':zteéemﬁcation thoriics 55 DigiCert Global Root CA DigiCert Global Root CA 1171042031 <All> DigiCert
1 Enterprise Trust S| DigiCert TLS RSA SHA256 2020 ...  DigiCert Global Root CA 9/24/2030 Server Authenticati... <MNone>
| Intermediate Certification Authorities @Netwrix Integration AP| Metwrix Integration AP 51772027 Server Authenticati.. <Nonex
| Trusted Publishers 2 IWMSyc-SHAZ-WEBHOSTING-...  WMSvc-SHAZ-WEBHOSTING-WINZ  5/13/2032 Server Authenticati.. WMSVC-SHAZ

4.5 Adnuniiwames Certificates ﬁagjmﬂﬁ Personal tdan All task >> Import

NUL 1Fenlna .pfx 31n Mm3euld wdana Next




«o 2@ 0 &= B@m
1 Console Root tistdd T = hsued By Eczsration Dute
a [l Certrficetes [Local Compubt | Eolnbcrosott buchange Server duk . Microselt Becharge Server Auth .. TV 100
4 [ Pemonal ElwinsereTas WinSereeTest Lfr=Te ]
| ot 1
L 2 Tomaef ATk | Requet Mew Cenifiente.. LR
p O Emergeis  Wiew v |[_tmport.
b Inbemed | bl Window from Here Aisvanced Operstions Mare Actions
b O Trated® |
b 1 Urirsie, e Taskpad Wie...
¢ 3 Third-Pa ol
b Trusted F Expoet Listi.
bOO Chestiy |
b Remotel Help
t | Cestificabe Enmoliment R
F . Smert Card Trusted Roo
b Trasted Dences
p 0 Wab Holing
t 17 Wendows Live 1D Teken

Add 3 certficabe to 8 store

File to Import
Specify the file you want to import.

File name:

C:\Users\Administrator \Desktop \export. pfix | [ erowse... |

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Seriakized Certificate Store (.SST)

4.6 vinmsldsiarunlasuaingudaaununas



To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[] Display Password
Import options:

["|Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable, This will allow you to badk up or transpart your
keys at a later time,

[+ Indude all extended properties.

4.7. \@an “Automatically select the certificate store based on the type of certificate”

91ntuna Next  iiefianth Completing the Certificate Import Wizard na Finish

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
(_) Place all certificates in the following store

|Personal | I Browse, .. |

Learn more about certificate stores

Net || Cancel




4.8. JUNBUADNT ¥N15AARY Intermediate CA Tnglufi MMC Console > Certificates (Local

Computer) MUal3nauniinil

4.9. fivtihwan Tiedndi Certificates (Local Computer) >> 1@an “Intermediate Certification

Authorities >> Certificate” 31nUuAANY21 All Tasks >> Import

]

Recycle Bin

Console1 - [Console Root\Certificates (Local Computer)\Intermediate Certification Authorities_.
File Action View Favorites Window Help
@ x B Gz H
| Console Root lssued To Issued By| | Actions
Fl _p)J Certificates (Local Computer) ExlMicrosoft Windows Hardware ... Microsof,
I (] Personal IRoot Agency Root Age
4 [ Trusted Root Certification Authorities Sl www.verisign.com/CPS Incorp.... Class 3 Py
| Certificates
I+ || Enterprise Trust
4 || Intermediate Certification Authorities
| Certificate Revocation List
| Certificates
~| Trusted Puh All Tasks
| Untrusted C
_| Third-Party
| Trusted Peo
| Client Authg New Taskpad View...
| Remote Des

| Certificate £ )
| Srnart Card | Export List...

-

Certificates
Mare Actions

View

Mew Window frem Here

Refresh

~| Trusted Dev Help
~| Web Hosting

Contains actions that can be performed on the item.

= (| 2 e = - BBG g

4.10. Wiartgniusnlunis Import na Next anuwaaniinelng Intermediate CA



]

Recycle Bin

‘& Consolet -
@@ File Action -+ Certificate Import Wizard
« =/ 2[m|

_ Console Root

4 [5) Certificate Welcome to the Certificate Import Wizard
b | Person

rates
4 || Trusted re Actions

Cer| This wizard helps you copy certificates, certificate trust lists, and certificate revocation
Enterpr] lists from your disk to a certificate store.

| Interm
Cer A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure network

connections. A certificate store is the system area where certificates are kept.

| Cer
| Trusteq

| Untrust Store Location
7| Third-H
| Trusteq
| Client 4
| Remot:
| Certific| To continue, dick Next.
| Smart

| Trusteq
| WebH

== r - F=
L : B : . 1 1048AM
] = | Q § 52 % o003

Recycle Bin

& Console1 -

& File Action -+ Certificate Import Wizard

@ =| 2[m|

| Console Root
¥ Certificated

b | Person,
Trusted re Actions

File to Import
Specify the file you want to import. rates

Cer|
File name:

| Enterp
C:\Share\L 1Cchain. txt Browse... |

| Interm
. Cer
Cer| Note: More than one certificate can be stored in a single file in the following formats:

| Trusted Personal Information Exchange- PKCS #12 (.PFX,.P12)
| Untrus
_| Third-H
| Truste Microsoft Serialized Certificate Store (.SST)
1| Client
| Remot
7 Certific]
| Smart
| Trusted
| Web H

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

=3 Q ,Lw @ [ﬁ Q < B3R 110‘7;:/2‘\::3




4.11. \&9n “Place all certificates in the following store” a1nUuNA Next

(€) -+ Certificate Import Wizard

“ Console Root
a [l Certificate:
I [ ] Person

4 [ Trustes re Actions

1 Cer|

_| Enterp

| Interm R

* Cerl () automatically select the certificate store based on the type of certificate

Certificate Store
Certificate stores are system areas where certificates are kept. rates

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

| Cer| (® 2lace all certificates in the following storei
| Truste
| Untrusf
“| Third-H
] Truste
| Client
“| Remott
| Certifig
| Smart
| Truste
“| Web Hi

Certificate stor.
Intermediate Certification Autharities

H_| Fﬁ ey L,—;J @ Q @ ‘W@ﬂ:‘wm;;‘s

4.12. Wi UTUNUNIMNALESIFULE YN Import 1152 aLAudeAULdaLiaudn “The

import was successful”

Console1 - [Console Root\Certificates (Local Computer)\Intermediate Certification Authorities‘.‘
File Action View Favorites Window Help [-[=]x]

7| Console Root Issued To Issued By | Actions
4 G Certificates (Local Computer) 5 Microsoft Windows Hardware .. Microsof
b [ Personal [5JRoot Agency Root Age
I Trusted Root Certification Authorities
7 Certificates
| Enterprise Trust
| Intermediate Certification Authorities
| Certificate Revocation List Certificate Import Wizard
7| Certificates
I Trusted Publishers
1| Untrusted Certificates o The import was successful.
| Third-Party Root Certification Authoritie]
| Trusted People
7 Client Authentication Issuers

Certificates

Sl weww.verisign.com/CPS Incorp....  Class 2Py More Actions

“ Remote Desktop
" Certificate Enrollment Requests
* Smart Card Trusted Roots

* Trusted Devices

* Web Hosting

10:49 AM
= [85 D o




4.13. \i1g IS Manager sinmsideniiulediidasnisiians SsL Tigndas wasainiu Tivinnseén

Binding Magn1eduuiia aewuneg Site Binding uan

*E Internet Information Services (IIS) Manager &=l
@@) | €@ » WINGSQHOPRESE b Sites b Default Web Site > |88 < @

File  view Help

Q- id|2 I8 q Default Web Site Home B oo

-3 StartPage : !
g g . %Go . %Show Al l Edit Permissions. ..

=95 WIN-65QH30PRBSE (WIN-65QH] | | FIt=r: id
_;?‘ Application Pools s 1= i
... Default Web Site i&) % ﬁ = Basic Settings...
i o, Il i
Authentication Compression Default Directory View Applications
Document Browsing View Virtual Directories
. :——ZT—. i Manage Web Site £
A & & g . '
Error Pages Handler HTTR Logging -
Mappings Respo... P Start
B stop
-_.IF |!%H =] ;Q =
J’J_ 4=l # — = Browse Web Site
MIME Types Modules Qutput Request Browse *:80 (http)
Caching Filtering |

Advanced Settings. ..

% Configure

S5L Settings Limits. ..

®

Help
Online Help

i | [resuresvev] - conereven

-

%
A e,

o A & [ -

4.14. adndu Add udassydayasiegaeil

Type: Tinsiden https
IP address: ¥in15iden All Unassigned visaidien IP Liuledlvigndes
Port: Tifwuadu Port 443

SSL Certificate: lovinnnsidenlug certificate Alaansisls



Site Bindings

Type | Host Name | Port | IP Address | Bind
http 80 =

Eemove

1

o 2[5 |2

|i§|_|ﬁ|i
E
Ix

"!E Internet Information Services (IIS) Manager - | = |1|

& | @ » WINGSQHOPRESE » Sites » Default Web Site b [& < 5@ -

File  View Help

Q-2 I8 9 Default Web Site Home B oo

- qﬂ Start Page Edit Permissions. ..

=193 WIN-65QH30PRESE {WIN-GSQH‘ B - G0 - Gshowal | .—1
_;j‘ Application Pools TTe . Edit Site
0 Defaultieb 51 lic Settings...
| Typ  Type: IP address: Port: I
htt Ihtt]:ls =] |AII Unassigned 4 |443 w Applications
| v Virtual Directories.
Host name:
I | ie Web Site ()
S5L certificate: | tart
Mot selected rt
p
) 4 Cancel | | bwse Web Site
wse *:80 (http)
= = Jue— |

Advanced Settings. ..

% Configure

S5L Settings Limits...
@ Hep
[
Online Help
4| | v [ =] Features View (= Content View

4

. 17:17
2 e

o B @ 2@ -

4.15. ndnfaauasanad Tinin1sasiagaun1sinne SSL Certificate TagNIunIg

Vules https://sslin.th/ssl-checker/

*nisenldiuled wardsluanunsaldauls wuzdnle Restart Server wianisiSenlalnaly Certificate

store laogneATuiIULATYNFBY

fian : https://netway.co.th/kb/ssl-certificate/how-to-install-ssl-certificate/how-to-import-ssl-

certificate-on-windows-server-2008-and-more



https://ssl.in.th/ssl-checker/
https://netway.co.th/kb/ssl-certificate/how-to-install-ssl-certificate/how-to-import-ssl-certificate-on-windows-server-2008-and-more
https://netway.co.th/kb/ssl-certificate/how-to-install-ssl-certificate/how-to-import-ssl-certificate-on-windows-server-2008-and-more

